HAPEABA 3A MUHUMANHUTE USUCKBAHUA 3A MPEXXOBA U UHOOPMALMUOHHA CUTYPHOCT

Mpueta ¢ MMC Ne 186 ot 26.07.2019 r., 06H., B, 6p. 59 ot 26.07.2019 r., B cuna ot
26.07.2019 r., n3m., 6p. 36 o1 13.05.2022 r., 6p. 47 0T 24.06.2022 1., B cnna ot 24.06.2022 r.

FnaBa nbpBa
OBLLUM NONTOXKEHUA

ObxsaTt

Yn. 1. (1) Tasun Hapenba ce npunara 3a cneaHUTe cybekTuH:
1. aAMUHUCTPATUBHUTE OPraHu;
2. onepaTopuTe Ha CbLLECTBEHM YCAYTM MO CMUCBHAA Ha 3aKOHa 3a KMBEpPCUMrypHOCT OTHOCHO
TEXHUTE MpPEXU U MHPOPMALMOHHM CUCTEMU, U3MOJI3BAHN NPU NPEAOCTaBAHETO HA CbLLECTBEHMU
ycnyru;
3. 4OCTaBYMUMTE Ha UMPOBU YCYTM MO CMUCH/IA Ha 3aKOHA 33 KMBEPCUTYPHOCT OTHOCHO TEXHUTE
MPEXKN N UHPOPMALIMOHHM CUCTEMU, U3NON3BAHU NPU NPEAOCTaBAHETO Ha LMPPOBU YCAyru;
4. nvMuaTa, OCbLLECTBABALWM NYy6ANYHM OYHKLMW, KOUTO He ca onpefeneHy KaTo ornepaTtopu Ha
CbLLECTBEHM YC/YTM MO CMUCBHAA HA 3aKOHa 33 KMBEPCUMIypHOCT, KOraTo Tesu /ivua npeaoctaBaT
aAMUHUCTPATUBHU YCNYTU NO €/IeKTPOHEH MbT;
5. opraHusaumuTe, NpeaoCcTaBsaLLmM 06 EeCTBEHM YCAYTN, KOUTO He ca onpeaesieHn KaTo onepaTopu
Ha CbLECTBEHM YCAYTM WM He ca AO0CTaBYMUM Ha UMPPOBM yCayrM Mo CMUCHAA Ha 3aKoHa 3a
KMBEepCUrypHOCT, KOorato Te3uM OpraHusauuu npenocTaBaT aAMUHUCTPATUMBHU YCAYyTM MO
€N1EeKTPOHEH MbT.
(2) C HapenbaTa ce ypexxaar:
1. UI3UCKBAHMA 33 MMHMMAJTHATE MEPKM 33 MPEXKOoBa U MHGOPMALMOHHA CUTYPHOCT;
2. NpPenopbUYNTENHN MEPKN 33 MPeEXKOBa N MHGOPMALIMOHHA CUTYPHOCT;
3. npaBuaa 3a U3BbPLUBAHE HA NPOBEPKUTE 32 CbOTBETCTBUE C U3UCKBAHMATA Ha Ta3u Hapenba;
4. peabT 3a BOAEHE, CbXpaHABaHE M A0OCTbMN A0 PEerncrbpa Ha CbLLECTBEHUTE YCAYru Mo ua. 6 oT
3aKoHa 3a KubepcurypHocrT;
5. obpasel, Ha yBeAOMNEHMATA 33 UHLUMUAEHTH.

MpuHUMNN

Yn. 2. (1) Mo cBos xapaKTep MepKUTe 3a MPEeXKoBa U MHPOPMALMOHHA CUFYPHOCT Ca
OpPraHM3auNOHHN, TEXHONOTUYHN U TEXHUYECKM U Ce Mpuaarat B CbOTBETCTBME CbC cneundurKkaTa
Ha penHoctTa Ha Cybekta M TpaAbBa Aa ca NOAXOAALWM M NPONOPLMOHANHM HA PUCKOBeTe 3a
NOCTMUIAaHETO Ha OCHOBHUTE LLe/IM HA MpeXKoBaTa U MHPOPMaLLMOHHATA CUTYPHOCT.

(2) Mepkute no an. 1 rapaHTMpaT OCHOBHWUTE ULEAM HaA MpeXKoBaTa M WMHPOPMALMOHHATA
CUTYPHOCT, @ MMEHHO 3amMasBaHe Ha AOCTbMHOCTTA, MHTerputeTa (LANOCT M HAAUYHOCT) U
KOHOUAEHLMANHOCTTA Ha MHPOPMaLMATA NO BPEME HA LEeNUsA 1 KU3HEH LMKbA (Cb3aaBaHe,
06paboTBaHe, CbxpaHeHue, MpPeHacAHe W YHULLOXEHWe) BbB M upe3 WMHPOPMALMOHHUTE U
KOMYHWKaALMOHHUTE cucTemMu Ha CybeKTa.

(3) Mepknute no an. 1 ca cbobpaseHN C U3UCKBAHUATA Ha HALMOHANHUTE HOPMATUMBHMU aKTOBE,
pernameHTMTe Ha EBponenckuA cblo3 n npuetnte u nNpunoxkeHn ot CybeKkta CTaHOAPTU, KATo ce
B3emaT npeABua KPaTKOCPOYHUTE, OCHOBHUTE U OB MTEe PUCKOBE 3@ CUFYPHOCTTA 33 CbOTBETHUA
CeKTop.

(4) MepkuTe 3a MmpexkoBa U MHGOPMALMOHHA CUFYPHOCT ce npuaarat cbobpasHo yKasaHMATa Ha
NPUAOKUMUTE MeXAYHAPOAHM CTaHAApPTM, MOocovYeHW B npunoxeHwe Ne 1, npenopbkuTe Ha
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npousBoauTENM U AO0CTaBYMLM Ha codTyep M Xxapayep, KakTo M € pobpute nNpaKTUKW,
npenopbyYaHu OT BoAeLUm B 06/1acTTa Ha CUTYPHOCTTa OpraHM3aumu.
(5) MepkuTe no an. 1 Tpsbea aa ca:
1. pa3HOPOAHM — MNOCTMIAHETO Ha BCAKA OT Le/inTe Ha MpexoBaTta U MHbOopMaLMOHHaTa CUIypPHOCT
ce peanusmpa C pasaMYHM MO XapakTep WU crneumduKa MepKM, KOeTo Cb3gasa yc/ioBue 3a
MHOrOC/0MHa 3aWmnTa, Uaun 1. Hap. "ababoKa oTbpaHa";
2. KOHKPETHU U NIeCHM 3a Bb3npuemaHe, 3a Aa Ce rapaHTMpa, 4e MepKuUTe AEeUCTBUTENHO ce
npunarar;
3. epUKacHN — Aa UMaT HAN-roNAMO Bb3AeNCTBME BbpXY MNOTEHLMANAHU 3aniaxu, KaTo ce u3bsrea
HEeHY)eH pa3xog, Ha pecypcu;
4. nponopuMOHaIHM Ha PUCKOBETE — C Ornef Ha NoCTUraHe Ha ONTMMA/IHO CbOTHOLLIEHMNE MeXAay
pasxoau 1 NOA3KN NPU peasnsnpaHe Ha LueanTe Ha MperkoBaTa U MHPOpMaLMOHHATa CUTYPHOCT;
5. npoBepumun — rapaHTmpat, Yye CybeKTbT MOXKe Aa NpeaoCcTaBM Ha CbOTBETHWUS HaUMOHaseH
KOMMETEHTEH OpraH Mo CMUCbAA Ha 4Yia. 16 OT 3akoHa 3a KMbepcurypHocT AOKasaTe/cTBa 3a
e(dEeKTMBHOTO MM NMpuaaraHe B CbOTBETCTBUE C U3MCKBAHETO Ha Y. 16, an. 3 OT CbLMA 3aKOH.
(6) MUHMManHUTE MepKKU 3a mpexoBa U MHHOPMALMOHHA CUTYPHOCT, NOCOYEHM B Ta3u Hapeaba,
He ca 06BbpP3aHM C oNpeaeneHn TEXHONOTUN.

FnaBa BTOpa

MWUHUMANHU MEPKU 3A MPEXXOBA N UH®OPMALIMOHHA CUTYPHOCT

Paspen |
YnpasneHue Ha mpexkoBaTta U MHGOPMALMOHHATA CUTYPHOCT

PasnpeaeneHve Ha PO U OTTOBOPHOCTM

Yn. 3. (1) AGMUHUCTPATUBHUAT OpraH, CbOTBETHO pbKoBOoAUTENAT Ha CybeKkTta no ua. 1,
an.1,1.2-5:
1. HOCM nNpsAKa OTroBOPHOCT 3a MpeXKoBaTa U MHOOPMALMOHHATA CUFYpPHOCT B obxBaTa Ha
HapeabaTa, 4OPM M KOraTo AEMHOCTTA € Bb3/I0XKEHA 33 U3MbJHEHNE HA TPETU CTPaHK;
2. cb3faBa YC/A0BMA 3a NpunaraHe Ha KOMMNAEKCHA CMCTeMa OT MEepKW 3a ynpasiaeHue Ha Tasu
CUTYPHOCT MO CMWUCb/IA Ha MmexxayHapoaeH ctaHaapt BAC ISO/IEC 27001; cuctemata obxBalia
BCMYKM 0BNACTM HA CUTYPHOCT, KOWUTO 3acAaraT mpexoBaTa U MHPOPMALMOHHATA CUTYPHOCT Ha
CybeKTa, BKAOUMTENHO (U3MYECcKaTa CUTYPHOCT HA UHOOPMALMOHHUTE U KOMYHUKALMOHHUTE
cucTemu;
3. ocurypsaBa HeobxoaumMuTe pecypcu 3a npuaaraHe Ha MPOMOPUMOHANHU U afeKBATHWU Ha
puUCKoBeTe OpraHn3aunMOHHM, TEXHUYECKU U TEXHONOTMYHU MEPKK, rapaHTUPALLN BUCOKO HMBO Ha
MpeXKoBa N MHPOPMaLIMOHHA CUTYpHOCT B 06xBaTa Ha HapenabaTa;
4. ynpa*kHABA KOHTPO BbPXY HUBOTO Ha MpexoBaTa U MHGOPMALMOHHATA CUTYPHOCT Ypes:
a) opraHu3suMpaHe Ha oAUTU NO CMUCbAA Ha Y. 35, an. 1, 1. 1 1 3 3a AOKa3BaHe Ha CbOTBETCTBMETO
Ha NpeanpueTuTe MepKM C USUCKBAHUATA HA HOPMATUBHUTE aKTOBE U NpPUeTUTE CTaHAaAPTK;
6) nposexAaHe MUHUMMYM BeAHbLX B roAMHATA Ha NEepuoaMYeH Mpernes Ha MperKoBaTa U
MHOOPMALMOHHATA CUTYPHOCT M HA ALeKBATHOCTTA Ha NpeAnpueTuTe MepKu;
5. onpepensa, [OKyMeHTMpa M Hanara OTFOBOPHOCTM MO WU3NbJAHEHWETO, KOHTposia U
MHOOPMMPAHOCTTA 33 BCUYKM MpoLEeCcU M OeNHOCTW, CBbP3aHM C Pa3BUTUETO, NOAAPDBIKKATA M
eKcnnoataumata Ha MHPOPMAUMOHHUTE M KOMYHUKALMOHHUTE CUCTEeMM, KaTo ce Cnassa
NPUHLAUNBT, Ye e4HO /IULLE HE MOKEe A3 KOHTPO/IMpa cObCTBEHATa CM AENHOCT.
(2) NMuueto no an. 1 onpepena CAYXUTEN WAN ALMUHUCTPATUBHO 3BEHO, OTrOBapAWO 3a
MpeXKoBaTa U MHPOPMaLIMOHHATA CUFYPHOCT, KaTo:
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1. cnyXUTenat nan 3BeHOTO, OTrOBapALLO 3a MperKoBaTa M MHOOPMALMOHHATA CUTYPHOCT, € Ha
NPAKO NOAYMHEHME HA aJMUHUCTPATUBHUA OpraH, CbOTBETHO Ha pbkoBoauTena Ha CybekTa, no
yn. 1, an. 1, 1. 2 = 5 ¢ uen npako MHGopmMmmMpaHe 3a CbCTOAHMETO U NPobAEMUTE B MpPEXKOBATA U
MHPOPMALMOHHATA CUTYPHOCT;

2. NpenopbyYMTENHN OYHKUMM HA CAYKUTENA WAW HA 3BEHOTO, OTrOBAPALWLO 33 MpeXKoBaTa U
MHPOPMALMOHHATA CUTYPHOCT, Ca ONMUCaHKU B NpuaoxKeHue Ne 6.

(3) KoraTto cybeKkTbT MMa TepUTOPUAHU CTPYKTYPU U pasnpeaeneHn MHGOPMALMOHHN CUCTEMM, 33
BCAKA OT Te3M CTPYKTYPU Ce onpeaena CAyKuUTen, OTroBapsLy 3a MpeXKoBaTa U MHPOpMaLLMOHHATA
CUIYPHOCT.

MNonunTtmKa 3a cmrypHocT

Yn. 4. (1) CybeKktute paspaboTBaT M npuvemaT cobCTBEHA MOUTMKA 33 MpEXKoBa U
MHPOPMALMOHHA CUTYPHOCT, KOATO Ce Npepasrne)aa pPefoBHO, HO He MOo-pAAKO OT BeAHBXK
roAMLLHO, M NpU HEOBXOAMMOCT Ce aKTyanm3smpa.

(2) NonuTuKaTa cbabprKa cTpaTernyeckuTe uenmn Ha Cybekta 3a mperkoBaTta M MHGOPMaALMOHHATA
CUTYPHOCT M MNogxoAa 3a MOCTUIAaHETO MM B CbOTBETCTBME C OOWMUTE My CTpaTermyeckm wu
onepaTUBHU LN, HOPMATUBHUTE aKTOBE U [IOrOBOPUTE, TEKYLLMTE U NOTEHLUNANHUTE BLTPELIHN U
BbHLUIHW 3aM1axy 3a NOCTUTaHETO Ha Te3M LLeNU U 338 CUTYPHOCTTa Ha MHPOopMaLMATa.

(3) NonnTMKaTa MMa OTHOLWIEHME KbM MU BKAOYBA BCUYKU CbOTBETHM CneuMdUUYHN NOAUTUKK 33
CUTYPHOCT Ha MHPOPMALNOHHUTE U KOMYHUKALMOHHUTE CUCTEMU, KaTo 0BMeH Ha MHPopMaLms,
M3non3saHe Ha MOBWIHM yCTpoICTBa, paboTa OT pasCcTosHMe, M3MNOoA3BaHe Ha KpUNTorpadCcKu
MEXaHW3MM, ynpaBieHMe Ha AOCTbMMTE M aBTEHTUKauuATa, pa3paboTBaHe Ha HOBU CUCTEMM,
yrnpaBAeHWe Ha MHUMUAEHTU, B3AaMMOOTHOLLIEHME C TPETU CTPaHM, NOBULIABaHE Ha KBainduKkaumata
Ha CAYWUTENUTE M Ha OCBEAOMEHOCTTa MO OTHOLIEeHME Ha MpexoBaTa M MHOOPMALMOHHaTa
CUTYPHOCT U ap.

[lokymeHTUpaHa nHpopmaums

Yn. 5. (1) 3a HamanaBaHe Ha 3arybute OT MHUMAEHTM Ype3 HamaABaHe Ha BPemMeTo 3a
pearnMpaHe M paspellaBaHETO MM, KaKTO M 3a HamasaBaHe Ha BEPOATHOCTTA OT Bb3HMKBAHE Ha
WHUWAEHTM, NOPOLAEHN OT YOBELLKM FrpellKkn, Cy6eKTbT NoaabprKa cnegHaTa AOKYMeEHTaUmA:

1. onuc Ha MHGOPMALIMOHHUTE aKTUBMY;

2. Pu3MyecKa cxema Ha CBbP3aHOCT;

3. noruyecka cxema Ha MHPOPMaLUOHHUTE NOTOUM;

4. NOKYMEHTALMA Ha CTPYKTYpHaTa KabenHa cuctema;

5. TexHu4yecKa, ekcniaoaTtauMoHHa W MNoTpebuTencka AOKYMeHTaums Ha WMHOOPMALMOHHUTE U
KOMYHUKALMOHHUTE CUCTEMM U TEXHUTE KOMIMOHEHTU;

6. WHCTPYKUMW/BbTPELWHN npaBuMna 3a BCAKA AOEWHOCT, CBbp3aHa C agMWUHUCTPUPAHETO,
eKCnioaTaumATa U NOALPBIKKATA HA Xapayep u codpTyep;

7. BDbTPEWHW nNpaBuia 3a CAYKUTENUTE, YKasBallM MNpaBaTa W 33a4b/XKEHUATA MM KaTo
noTpebutenn Ha ycayrute, NpeaocTaBAHU 4pe3 MHPOPMALMOHHUTE M KOMYHUKALMOHHUTE
CMCTEMM, KAaTO M3MNON3BaHE HA NEPCOHA/IHN KOMMIOTPU, AOCTbN 40 pecypcuTe Ha KopnopaTueHaTa
Mpe’Ka, reHepupaHe M CbXpaHeHMe Ha Napo/auTe, AOCTbN A0 MHTEpPHET, paboTa C eNeKTPOHHa
nowa, CUCTEMM 33 [OKYMEHTOOOOPOT M APYrn BbTPELHOBEAOMCTBEHM CUCTEMM, MPUHTUPAHE,
daKc, u3non3BaHe Ha CMEHAEMW HOCUTENN Ha MHOOPMALUA B e/1eKTPOHEH BMA, U3MNOA3BaHE Ha
NPEeHOCMMM 3aMMCBALLMN YCTPOICTBA U T. H.

(2) AokymeHTaumnaTa no an. 1 Tpabea aa e:

1. eaHoO3HaYHO naeHTUdGULUMPaHa KaTo 3arnasune, Bepcus, AaTa, aBTop, Homep u/vau ap.;

2. noaabpiKaHa B aKTya/IHO CbCTOAHUE, KaTo Ce Npepasrfiexkaa u npm HeobxoAMMOCT ce o6HOBABA
NMoHe BEAHDBK roguLLHO;

30139



3. ogobpeHa OT agMUHUCTPATMBEH OpraH, CbOTBETHO OT pbKoBoanTens Ha Cybekta noun. 1, an. 1,
T. 2 =5 nan oT yNnbAHOMOLLEHO OT HEro NnLE;

4. knacuduumpaHa no cMMcbaa Ha un. 6;

5. AOCTbNHa camo A0 Te3u /iMua, KOUTO e HeobxoaAumo Aa s MoA3BaT NPU M3MbJHEHME Ha
CNYKeOHUTE CU 3ab/KeHMUA.

(3) CybekTbT nogabpska MHbOpPMaUMA, [AOKasBalwa@ MO HEOCNOPUM Ha4YMH M3MbJAHEHMETO Ha
M3MCKBaHMATA Ha Tasun Hapenba.

(4) MHdopmaumaTa no an. 3:

1. ce noaabpKa B aKTya/IHO CbCTOAHUE;

2. e AOCTbMNHa Camo 3a:

a) Tesn nuua, KOUTO e HeobxoAMMO Aa A Mos3BaT NPUM U3NbJAHEHUE Ha CAyXebHuTe cu
3a4b/IXKEHUA NO cuaaTta Ha TPYAOBU, CYKeOHM N AOrOBOPHU OTHOLLEHUS;

6) npeacTaBUTENIN Ha CbOTBETHUTE HALMOHANIHM KOMMETEHTHM OpraHu cbriacHo yn. 16, an. 5 ot
3aKoHa 3a KMbepcurypHocT;

B) APYrY OpraHmn3aLmmn, onpaBoMOLLEHMN C HOPMATUBEH aKT UM AOrOBOPHM OTHOLLEHMA.

Knacnoumkauma Ha MHpopmaumaTa

Yn. 6. (1) CybeKTbT npMema BbTPELIHM NpaBuaa No CMUCbAa Ha Yn. 5,an. 1, .6 n 7 3a
KnacuouKauma Ha MHPopMaumAaTa, KOUTO YKa3BaT KaK Aa Ce MapKupa, vM3nonssa, obpabotsa,
obMeHA, CbxpaHABa W YHUWOXKaBa WHPOPMAUMATA, C KOATO pasnosiara oOpraHU3aumATa.
MpenopbyumTenHa KnacuduKkauma e gageHa B npuaoxxeHue Ne 2.

(2) Npasunata nNo an. 1 rapaHTUpaT AOCTaTbyHa, afleKBaTHa W MPOMOPLMOHAZIHA Ha 3annaxuTe
3aWmMTa Ha MHPOPMAUMATA C Ornes Ha HerHaTa BAXKHOCT, YYBCTBUTENHOCT U HAa HOPMATUBHUTE
M3NCKBAHMA KbM Hes.

(3) Knacnomkaumata no an. 1 ce npunara 1 Bbpxy BCUYKM PECYPCU, KOUTO Y4acTBaT B Cb3A4aBAHETO,
06paboTBAHETO, CbXPAHABAHETO, NPEHACAHETO U YHULLOMKABAHETO HA MHPOPMAUMATA, KaTO KbM
TAX TpabBa [Aa ce npwuaarat nNoaxoAAwM MexaHM3MM 33 3aluMTa, CbOTBETCTBALLM Ha
naeHTnomumnparHmnte ot CybekTa 3annaxm.

(4) HuBoTO Ha KnacuduKaumata TpAbBa Aa € NOAXOAALLO HAaHECEHO BbPXy AOKYMeEHTMpaHaTa
nHdopmaums.

(5) 3a knacudmkaumaTa no an. 1 He ce AONyCcKa M3NON3BAHETO HA HMBATa Ha KnacuduKauma 3a
CUTYpPHOCT Ha uHPopmaumaTa OT obxBaTa Ha 3aKOHa 3a 3awWwMTa Ha KnacuduumpaHata
nHGOpPMaUMA, KAKTO N TEXHUAT rpud.

(6) UHpopmaumaTa 6e3 knacudmkauma e [OCTbMNHA 33 OOWO non3BaHe Npu crna3BaHe Ha
CTaHOAPTHUTE MPaBUAA 32 aBTOPCKM MPaBa M KbM HeA He ce NpuaaraT MeXaHM3MM 3a 3alMmTa.

(7) Npn obmeH Ha MHPOpmMmaums ce nsnonssa knacudpurkauma TLP (traffic light protocol) cbrnacHo
npunoxeHue Ne 2,

YnpassiieHne Ha pUcka

Yn. 7. (1) CybeKkTbT wu3BbpLIBA aHaAM3 M OLLEHKA HA pPUCKa 3a MpexkoBaTa MU
MHGOPMALMOHHATA CUIYPHOCT PEryasapHO, HO HE MO-PAAKO OT BEAHDBXK FOAMWHO, UAWN KOrato ce
HanaraT Cbl,EeCTBEHW W3MEHEHWA B LE/NTe, BbTPELHUTE M BbHLWHWUTE yCcioBMA Ha paboTa,
MHOOPMALMOHHATA M KOMYHMKAUMOHHATA WHOPACTPYKTypa, QAENHOCTUTE WAM  npouecute,
BAM3alLM B 06xBaTa Ha Ta3un Hapesba.

(2) AHaNM3BT M OLEHKATA HA PUCKA Ca AOKYMEHTMPAH Npouec No CMUCbAA Ha un. 5,an. 1, 1. 6, B
KOMTO Ca pernameHTUpPaHW HMBATA Ha HENpPUEMIMBUA PUCK M OTFOBOPHOCTUTE HA /MLATA,
y4yacTBallLM B OTAENHUTE eTanu Ha npoLeca.

(3) AHanM3BT M OUEHKaTa Ha PUCKa ce M3BBPLIBAT MO METOAMKA, FapaHTMpala CbU3IMEPUMM,
OTHOCUTENHO OOEeKTMBHM UM nNOoBTapAwM ce pesyntatu. MeTtoaukata ce opgobpasa ot
aAMUHUCTPATUBHUA OpraH, CbOTBETHO OT pPbKOBOAUTENA HAa cybekTa noun. 1, an. 1, 1.2 -5, ne
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OOCTbMNHA 33 /IMUATa, Ha KOMTO € Bb3NOXKEHO Aa y4yacTeaT B npoueca. Moxe ga ce npunara
npenopbyYnTEe/IHA METOAMKA CbrnacHo npuaoxeHue Ne 3.

(4) Ha ocHoBaHMe Ha aHanM3a U oueHKaTa Ha pucka CybeKTbT M3roTBA NiaH 3a HamansBaHe Ha
HenpuemMInBUTE PUCKOBE, KOMTO Aa BKAKOYBA MUHUMYM:

1. nogxo4Awm n NPoNOPLUOHATHN MEPKM 32 CMEKYaBaHE HA HEMPUEMIMBUTE PUCKOBE;

2. HeobxoauMM pecypcu 3a U3MbJAHEHWNE HA TE3N MEPKMU;

3. CPOK 3a NpuaaraHe Ha MepKUTe;

4. OTrOBOPHU NNLA.

YnpasneHuve Ha MUHPOPMALLMOHHUTE AKTUBM

Yn. 8. (1) CybeKTbT npuMema BbTPELIHW NpasBuaa NO CMUCbAA Ha un. 5, an. 1, 1. 6,
perfameHTMpalLM npoueca Ha ynpaBiAeHWE Ha KU3HEHUA LUMKbA Ha WHOOPMALMOHHUTE W
KOMYHMKaLMOHHUTE CUCTEMMU U TEXHUTE KOMMNOHEHTU. BbTpewHMTe npasuaa Tpabsa e4HO3HAYHO
Aa YKa3BaT YCNOBMATA, HauMHa W pepa 3a npuaobusaHe, BbBeEXKAAHE B EKCNAoaATaumA,
NOAAPBIKKA, NpemMecTBaHe/M3HacAHe, M3BEKAAHE OT eKCn/ioaTauMa M YHULLOXKaBaHe Ha
MHPOPMALNOHHN Y KOMYHUKALMOHHN CUCTEMWN N TEXHUTE KOMMOHEHTW.

(2) OnMcHT Ha MHOOPMALMOHHUTE aKTUBM MO CMUCBAA Ha YA. 5, an. 1, T. 1 cbabpKa MHPopMaLms,
HeobxogMma 3a paspelwaBaHETO HAa MHUMAEHTW, aHA/NN3 M OLUEHKA Ha PUCKa, ynpasaeHue Ha
YA3BUMOCTU U YNpaBaAeHMe Ha U3MEeHeHMATa, KaTo:

1. egHO3HaYHa nAeHTUOMKaALMA, KATO UHBEHTAPEH, CEPUEH HOMEDP UAK 4p.;

2. OCHOBHM XapaKTepPUCTUKW;

3. ycnyru, npouecu n AeMHOCTH, B KOUTO y4acTBa;

4. mecTononoxeHue;

5. roanHa Ha Npon3BOACTBO, KbAETO € MPUNOKNMO;

6. 4aTa Ha BbBeXJaHe B eKCnnoaTauua, Kb4eTo e NPUIoKMMO;

7. Bepcua, KbaeTo e NPUIoKMUMO;

8. MeCTOHaxoXKAeHWe Ha CBbp3aHaTa C HEro AOKYMeHTauus (TeXHW4Yecka, eKCnaoaTauMOoHHa,
notpebuTencka u gp.);

9. OTrOBOPHO NULE.

CUrypHOCT Ha YOBELLKUTE pecypcu

Yn. 9. (1) 3a HamansBaHe Ha pUCKa OT MHUMAEHTU, YMWUILIJIEHO WAN HEYMWILLJIEHO
npeau3BMKaHU OT cayKutenun, CybeKkTbT rapaHTMpa Ypes BbTPELWHW MpaBuaa U UHCTPYKUUM, Ye
CNYUTENINTE, UMALLIN OTHOLLIEHWE KbM NpouecuTe 1 gelHoctute B obxBaTa Ha HapeabaTa, Mmat
nogxoaauiaTta KBanudPuKkauma, 3HaHUA U YMEHUA 33 U3NbJIHEHWE HA OTTOBOPHOCTUTE CU.

(2) BoTpewHnTe npasuna no an. 1 pernameHTMparT:

1. npoueca 3a HaemaHe Ha paboTa B CbOTBETCTBME C MPUIONKUMWUTE 3aKOHW U NOA3AKOHOBMU
HOPMaTUBHW aKTOBe, NpodecMoHaIHATA eTUKA U Cbobpa3HO M3MCKBAHUATA, CBbP3aHM C AENHOCTTA
UM — KnacnduKaumata Ha MHGOPMaUMATA, A0 KOATO MMAT 40CTbN, U NpeAnosiaraeMmuTe PUCKOBE;
2. OTTOBOPHOCTUTE W 33a4b/IKEHMATA MO OTHOLWEHWE HA CUTYPHOCTTA Ha WMHPOPMAUMATA NpwU
npekpaTABaHe UAK MPOMAHA Ha CNYKebHUTe/N0roBOPHUTE OTHOLIEHUS;

3. AvcumMnavHapeH npouec 3a AvuaTta no an. 1, KoMTo ca U3BbPLLMAM HapyLLeHUEe NO OTHOLIEHUe
Ha NOIMTUKATA M BbTPELLUHMTE NPaBKU/Ia 32 MPEXKOBa U MHPOPMALMOHHA CUTYPHOCT.

(3) OTtroBopHOCTUTE Ha AMUaTa MO an. 1 NO OTHOWeEHMEe Ha CUTYPHOCTTA Ha MHPopMauuATa ce
AOKYMEHTUPAT C ACHO Onpeae/ieHn CPOKOBE U 3a4b/IKEHUA.

(4) CybekTbT 06€3neyaBa HUBOTO Ha MpeXoBa U MHPOPMALIMOHHA CUTYPHOCT NOCPEACTBOM:

1. noaxoaawo npodecnoHanHoO obyyeHMe 3a NOBULIABAHE HA KBANNDUKALMATA HA CAYKUTENNTE B
CbOTBETCTBME C M3MO/13BaHATA TEXHUKA U TEXHONOTUW;
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2. NepuoguYHO MUHCTPYKTUPAHE HA CAYXWUTEeNWTe 33 NOBMIIABaHE Ha BHMMAHMETO MM Mo
OTHOLWUEHME Ha MpeXKoBaTa N MHPOPMALMOHHATA CUTYPHOCT; MHCTPYKTAXKbT Ce NPaBu No yTBbpAEH
rpaduK n ce JOKYMEHTUPA NO HAYMH, rapaHTUPaLL NPOCAeaAaeMOcCT.

YnpasneHve Ha B3aMMOAENCTBUATA C TPETU CTPAHM

Yn. 10. (1) Npwn ycTaHOBABAHE Ha B3aMMOOTHOLIEHMA C AOCTAaBYULM HA CTOKU U yCayri,
HapeyeHn "TpeTn cTpaHK", CybekTbT TpsibBa Aa [A0OroBOPM M3UCKBAHUA 33 MpPeEXKoBa W
NHPOPMALMOHHA CUTYPHOCT, BKAKOUYUTENHO:

1. 33 cMrypHOCT Ha MHPOPMALMATA, CBbP3aHM C AOCTbMNA HA NPEACTAaBUTENIM Ha TPETU CTPAHU [0
MHPOPMAUMA M akTMBM Ha CybeKTa;

2. 33 [OKa3BaHe, 4e TpeTaTa CTPaHA CblO MNpuaara ageKBaTHM MEpPKM 3a MperKoBa M
MHPOPMALMOHHA CUTYPHOCT, BK/OYUTENIHO KAy3M 33 [0KA3BAHETO Ha MNpuaaraHeTo Ha Te3u
MEPKM Ype3 AOKYMEHTU U/UAN NPOBEXKAAHE HAa OAUTY;

3. 3a NPO3paYHOCT Ha BepuraTa Ha AOCTAaBKUTE; TpeTaTa CTpaHa TpAabBa Aa e cnocobHa Aa AOKaXKe
npousxoaa Ha npeasiaraHuna pecypc/ycayra u Herosata CUrypHOCT;

4. nocneaunum Npu HecnasBaHe Ha M3MCKBAHWUATA 33 CUTYPHOCT Ha MHGOPMALMATA;

5. OTrOBOPHOCT MpKW HecnasBaHe HAa [0roBOPEHUTE CPOKOBE, KONMYECTBO W/MAM KAYecTBO Ha
ycnyrata, KOeTo MOXe Ja Cb3Jafde PUCK 3a MOCTUraHe Ha UeauTe Ha MpexoBata U
MHPOPMALMOHHATA CUTYPHOCT;

6. 3a B3aMMOAENcTBME B C/Ny4all HA BbB3HWKBAHE HA MHUWAEHT, KOWTO HaM-MasIKo BK/IOYBA:
KOHTAaKTHM TOYKM, HAYMH 33 AOKNafBaHe, Bpeme 3a peaKkuusa, Bpeme 3a Bb3CTAaHOBABAHE HaA
paboTaTa, yc/10BMA 3a 3aTBAPAHE HA MHLMUAEHT.

(2) CybekTbT onpeaena CAYXUTEN/CNYXKUTENW, OTroBapAW,/OTroBapAWM 3a Cna3BaHe Ha
M3NCKBAHMATA NO an. 1 1 napameTpuTe Ha HUBOTO Ha obcayKBaHe.

(3) CybekTbT M3roTBs NAaH 3a AENCTBME B C/y4all Ha Hecrna3BaHe HA YroBOPEHWUTe AEWHOCTU U
Knaysu ¢ TpeTaTa CTpaHa.

ynpaBneHme Ha USMEHEHUATA B MHd)OpMaLI,MOHHMTe dKTUBHU

Yn. 11. (1) Cyb6ekTbT NnprMema BbTPELIHN NpaBuaa 3a ynpasB/ieHMe Ha U3MEHEHUATA BbB
BaXKHUTE 3a AerHoCcTTa My MHOOPMALMOHHN aKTUBKU B CbOTBETCTBUE C M3UCKBAHETO Ha YA. 5, an. 1,
T. 6 C Uen HamanaBaHe Ha PUCKa OT MHUMAEHTM, HACTbNUAW B pe3ynTaT Ha M3MEHEHUA BbB
Ba)KHUTE 3a AeMHOCTTa MYy WMHOOPMALMOHHM aKTUBKM, U MO-TOYHO B WMHOOPMALMOHHUTE W
KOMYHMKaLMOHHUTE cucTeMmn 1 obcaykealata rm MHPPaCcTpPyKTypa, B NpoLecuTe U AeMHOCTUTE, B
KOHUrypauumnte, B coptyepa nnm BbB ¢bpmyepa.
(2) Npeau pa ce n3BbpPLWK N3MeHeHMeTo, CybeKTbT TpAOBa Aa HaNpPaBM aHA/IN3 M OLLEHKA Ha PUCKa
B CbOTBETCTBME C UA. 7.
(3) U3meHeHusTa ce:
1. nnaHuWpaT, KaTto ce onpeaenaT CPOKOBE M OTTOBOPHOCTM 33 BCSAKA AEMHOCT, KOATO LWe b6bae
M3BbpLUEHa Npeau, No BpeMe Ha U cnes U3MeHeHMeTo;
2. cbrnacyBat npeaBapuTeNIHO C BCUYKM CTPaHM, MMAWM OTFOBOPHOCTM KbM MNpoLecuTe U
nenHocTuTe B 0bxBaTa Ha Hapeabarta;
3. opobpsBaT OT aAMMHUCTPATUBHMA OPraH, CbOTBETHO OT PbKOBOAUTENs Ha cybeKTa no un. 1, an.
1, T.2—-5, nan OT YNbJIHOMOLLEHO OT HETO INLLE;
4. onosectABaT NO MNOAXOAALL, HAYMH Ha BCUYKM CTPaAHW, KOWUTO Ca 3aMHTEpPeCcOBaHW;
MHPOPMMPAHETO Ha 3aMHTEepPeCcoBaHUTE CTpaHW TpAbBa Aa e NMoHe 3 AHW npeau Aa ce Hanpasu
N3MEHEHMUETO;
5. npoBepsABaT B TECTOBA cpeaa.
(4) CybekTbT pa3paboTBa NsaH 3a BpbLAHE HA CUCTEMUTE B NPEAMLLHOTO MM CbCTOAHME, 33 Aa ce
HaManu NPOABbMANKUTENHOCTTA Ha NOTEHUMANEH MHUMAEHT, HACTbNMWA B pe3yaTaT Ha USMEHEHUNETO.
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CurypHocT npu paspaboTsaHe 1 npuaobmnBaHe Ha UHPOPMALMUOHHM U KOMYHUKALLMOHHM
cuctemm

Yn. 12. (1) Npwn pa3paboTBaHe Ha NPOEKTU U TEXHUYECKN 3adaHMA CybeKTbT BKIOYBA
a[EeKBaTHU U KOMMNNEKCHM M3MCKBAHUA 33 MpexoBa U MHPOPMALIMOHHA CUFYPHOCT, OCHOBAHM Ha
aHa/N3 M OLLEeHKA Ha PUCKa, C Len fa ce rapaHTupa, Ye M3MCKBAHOTO HMBO HA CUTYPHOCT Ha
NHPOPMALMATA, MpEXUTE U MIHOOPMALMOHHUTE CUCTEMMU € 3a/10XKEHO OLe B eTana Ha pa3paboTka
N BHegpABaHe.

(2) CybekTbT BbBBENKAA B €KCM/IOATAUMA HOBU MHPOPMALMOHHM U KOMYHUKALMOHHU CUCTEMU
NJAaHUPAHO M cnepn yCnewHo NpoBeAeHUM U AOKYMEHTMpPaHW TeCcToBe, A0Ka3BallM 3awumrtata Ha
MHPOpPMaUMATA OT 3aryba Ha JOCTBNHOCT, UHTErPUTET U KOHPUAEHLMANHOCT.

Pasgen Il

3awumra

Cerperayma

Yn. 13. (1) Cy6ekTbT noaabprKa MHGOPMALMOHHA M KOMYHUKAUMOHHA MHPPACTPYKTYpa,
KOATO rapaHT1pa, 4ye MHOOPMALMOHHUTE U KOMYHUKALUMOHHUTE CUCTEMMU, U3MBAHABALLM PA3NNYHU
bYHKLMK, ca pasaeneHn U U30AMPaHN NOMEXAY CU GU3NYECKU M/UAM NOTUYECKM, KaKTO U Ye ca
pa3faeneHn n U30AMpaHn OoT MHPOPMALMOHHUTE U KOMYHUKALMOHHUTE CUCTEMMU HA TPETU CTPAHM,
C Uen ga ce OrpaHuyM pasnpocCTPaHEHMETO Ha MHUMAEHTU C MpeXKoBaTa U MHPOPMaLMOHHATA
CUTYPHOCT.
(2) B cnyyalh ye pgafeHa cucTeMa e CbCTaBeHa OT NOACUCTEMMW, PA3AeNsiHeTO UM TpAbBa Aa ce
OCBHLLECTBM Ha NOCAEAHO PUINYECKO WAN NIOFTUYECKO HWMBO, KAaTO yeb CbpBbpbT, CbpPBBPBT C
NPUAOXKHMA cOPTyep M CbPBBLPDBT € Ha3aTa AaHHU Ha eaHa MHGOPMaLMOHHA cucTema TpabBa Aa ca
Pa3no/IOXKEHN Ha PA3/IMYHN MALUNHU U B PA3/IUYHU MPEXKN.

duntpupaHe Ha TpaduKa

Yn. 14. (1) CybeKTbT rapaHTUpa, Ye TPadUKbT MeXay OTAENHUTE CUCTEMU U TeXHUTe
NoACUCTEMM € KOHTPOJIMPaH Yypes noaxoaawo untpmupaHe (no IP agpec, no npoToKkon, No Homep
Ha nopt oT Transmission Control Protocol (TCP)/Internet Protocol (IP) cteka u T. H.) C uen
NPeBeHUMA Ha eBEeHTya/lHM aTakKM W OrpaHMYyaBaHe Ha PasnpPOCTPAHEHWETO Ha MHUWAEHTW.
dunTpupaHeTo Ha TpaduKa TpabBa Aa 6bAe No NpeABapUTENHO pasnucaHn u ogobpeHn npasuna,
OCHOBaBaWM ce Ha OGYHKUMOHANHOCTTA U CUTYPHOCTTA, KOUTO TpsbBa aa ObaaT peaoBHO
NpoBepsABaHN 3a HepernameHTUpaHW WM3MeHeHMA W Aa 6bAaT aKTyanM3MpaHuM C orned Ha
HOBOBb3HMKBALLW 3an/1axMu.

(2) Heny»kHuTe noptose no npotokonn TCP u User Datagram Protocol (UDP) Tpa6sa aa 6baat
3abpaHeHn Yype3 afleKBaTHO KOHPUIypupaHe Ha M3Non3BaHUTe COPTYEPHU pPEeLLeHUs, XapayepHu
yCTpoWcTBa M 060pyABaHe 3a 3alLMTa U KOHTPO Ha TpadumKa.

HeoTopu3npaHo M3NoA3BaHe Ha YCTPOMCTBA

Yn. 15. (1) CybekTbT NnprMema AcHO AedUHUPAHU NOJIUTUKM OTHOCHO M3MO/I3BAHETO Ha:
1. "MYHKN TEXHUYECKM CPeACTBA B MPEXKaTa, KOATO KOHTPOINPaAT;
2. NpPeHOCMMM 3aNUCBALLM YCTPOMCTBA.
(2) MonnTMKMTE ce oTpasnaBaT BbB BbTPELIHMTE MPaBWUAa, KaTo ce npeanpuemaT NoaxoAalm w
PELUNPOYHMN Ha 3annaxmnTe MepPKM 3a Peasn3npaHeTo UM.

Kpuntorpadua

Yn. 16. (1) CybeKkTbT pa3paboTsa NOAMTMKA U BbTPELLUHW NpaBuia cbraacHo yn. 5, an. 1,
T. 6 3a nNpunaraHe Ha KpUNTOrpPadCKM MexXaHU3IMM, KOUTO Ce WM3MNOAN3BAT 3a rapaHTUpPaHe Ha
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KOHPUAEHLMANHOCTTA U UHTErpuUTETa HA YyBCTBMTENHATa MHPOPMALMA B CbOTBETCTBME C HEMHATA
KnacuduKayms.

(2) KpunTtorpadckmute mexaHM3MM ce CbobpasABaT C yA3BMMOCTTa Ha MHPOPMALUMATA KbM 3annaxm
33 HEMHUTE KOHOUAEHUMANHOCT U MHTErPUTET U C HOPMATUBHUTE U PErynaTopHUTE U3UCKBAHUA
KbM HEMHOTO Cb3AaBaHe, CbXxpaHABAHE N NpeHacsaHe.

ALMUHUCTPMPaHE HAa MHOOPMALMOHHUTE U KOMYHUKALNOHHUTE CUCTEMM

Yn. 17. (1) CybekTbT npunara cnegHUTe MepKM 3a 3aWwmta Ha npoduaute C
aAMUHUCTPATUBHM NpaBa 33 MHOOPMALMOHHUTE U KOMYHUKALMOHHUTE CUCTEMU U TEXHUTE
KOMMOHEHTU:

1. npeau BbBEXAAHE B €KCNN0ATALMA 3a4b/IKUTENHO C€ CMEHAT NAEHTUPUKALMOHHUTE JAHHU Ha
aAAMMHUCTPaTOpPa, BbBEAEHWN NO NoApasbupaHe UAM MHCTANMPaHM OT NPOU3BOAUTENSA/A0CTaBUYNKA
Ha MHPOPMALMOHHMA aKTUB;

2. aMUHUCTPATOPCKUTE NPOPUAN Ca NEPCOHANHU;

3. aAMUHNCTPATOPCKNTE NPOPUAM Ce M3MOA3BAT CAMO 33 ALMUHUCTPATUBHU LENu;

4. apMUHUCTPATOPCKUTE NpodMaAM ce Cb3aaBaT CamMO Ha CAyXUTeNnuM, KOUTO W3BbpLUBAT
AAMUHUCTPATUBHM ONepaummn (MHCTannpaHe, KoOHOUTypupaHe, ynpasaeHue, NOALPBKKA U T. H.);

5. npaBata Ha BCEKW aAMMHUCTPATOPCKM aKAYHT Ca OrPaHMYEHM BbB BB3IMONKHO Hal-ronama
cTeneH A0 GYHKUMOHANHUA U TEXHUYECKUA NEPUMETBP Ha BCEKM aMUHUCTPATOP;

6. AAHHUTE 33 aBTEHTUKALMATA HA A4MUHUCTPATOPCKUTE aKAYHTMU:

a) ca pas/IMYHM 3a BCAKA CUCTEMA;

6) ca c Bb3MOXKHO Hal-ronsiMa CAOXKHOCT, MO3BOJIEHA OT CMCTEMATA MU HEMHUA KOMMNOHEHT;

B) Ce CbXxpaHABAT NOAXOAALLO GU3NYECKM M NOTUYECKM 3aLLMTEHM, KAaTO AOCTbN A0 TAX MMA Camo
oTopu3MpaH npeactasuTen Ha CybekTa;

7. noAagbpia CAUCbK Ha  agMMHUCTpATOpCcKuTe npodman 33  MHOOPMAUMOHHUTE WU
KOMYHWUKALMOHHUTE CUCTEMM U TEXHUTE KOMMOHEHTH;

8. NPU HEBB3MOXKHOCT Ha AAMMHUCTPATOP Aa M3NDbAHABA MBAHOLEHHO OYHKUMUTE CU Mopaau
06EKTMBHU NPUYMHM NPaBaTA HA AAMUHUCTPATUBHMA MY aKAyHT Ce CMMPAT 3a CbOTBETHUA NEPUO;
9. NoHe BeAHBXK TOAMWHO Ce MNpaBW Mpernes Ha aAMUHUCTPATOPCKUTE npoduanm C uen
yA0CTOBEPABAHE HA aKTya/IHOCTTA UM.

(2) MaponuTe 3a aBTEHTMKALMA HA AAMUHUCTPATOPCKUTE NPODUAN CE CMEHAT 3a4b/IKUTENHO:

1. nepMoAnYHO — Hali-ManKo BeAHDBXK B rOAMHaTa;

2. NpY NpeKkpaTABaHETO Ha AOrOBOPHUTE OTHOLEHUA CbC CAYKUTENU UAN TPETU CTPAHU, HA KOUTO
Te3n gaHHU ca BUN U3BECTHU;

3. npu npobus B MmpeKoBaTa U MHPOPMALLMOHHATA CUFYPHOCT.

(3) Bcuuku onepaymm, npouecu U AeMHOCTU B UHGOPMALMOHHUTE U KOMYHUKALLMOHHUTE CUCTEMM
N TEXHUTE KOMMOHEHTU, U3BBPLUEHM C AJMUHUCTPATOPCKM MpPaBa, ce AOKYMEHTMPAT NO CMUCHAA
Ha 4n. 5, an. 3 n 4 3a BCeKM aAMUHUCTPATOPCKM NPOPUA U B CbOTBETCTBUE C M3MCKBAHUATA HA Y.
29,an.2,4,5n6.

(4) B poKymeHTaumsATa No an. 3 He ce BbBEXKAAT U He Ce CbXPaHABAT MAPOAN HA aAMUHUCTPATUBEH
npodwun nog Gopmata Ha ABEH TEKCT WU XeLl.

Cpepna 3a agMMHUCTPUpPaHe

Yn. 18. (1) CybeKTbT M3non3Ba OTAeNHA, MOAXOAALLO 3alMUTEHA cpeaa (MperKa, cuctema,
copTyep M Ap.) 3a uenuMTe Ha agMMHUCTPUPAHE Ha MHOOPMALMOHHUTE U KOMYHUKALMOHHUTE
CUCTEMU W TEeXHUTE KOMMOHeHTU. Tasn cpega TpaAbBa AOa e M30AMpaHa OT  Apyrute
MHPOPMALMOHHM U KOMYHUKALMOHHM cucTemn Ha CybeKTa 1 OT MHTEPHET U Aa He ce U3M0/13Ba 3a

APpYrv Lenu.
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(2) B cnyyant ye agMWHUCTPUPAHETO HAa WUHPOPMALMOHHUTE U KOMYHUKALMOHHUTE CUCTEMU U
TEXHUTE KOMMOHEHTU He Ce OCbLLECTBABA Npe3 cpedaTa no an. 1, notouute Ha Tasmn MHPopmaLma
TpA6Ba Aa Ca 3aLMTEHN Ype3 MeXaHM3MM 3a YAOCTOBEPSABAHE U KpUNTUPAHE.

YnpasneHune Ha JOCTbNUTE

Yn. 19. CybeKTbT € AnbXeH J[a pjdaBa AocTbl A0  WMHOOPMAUMOHHUTE W
KOMYHMKaLMOHHUTE CU CUCTEMM HA NOTpebuTen MamM aBTOMATM3MpPaH MPOLEC CaMO KOraTo TO3u
AOCTbM € CTPoro Heobxoamm Ha notpebutens, 3a Aa M3NbAHM 33a4b/KEHUATA CU, MAM Ha
aBTOMaTU3NPAHMA NPOoLEC A3 U3BBPLUN HeobXoaMMUTe TEXHUYECKM onepaunn. 3a Aa rapaHTupa,
4ye A40CTbN A0 UHOOPMAUMOHHUTE N KOMYHUKALMOHHUTE MY CMCTEMM MMAT CaMO OTOPM3MpPAHMU
noTpebutenn, ycTponcTea (BKAOUYUTENHO APYrM MHPOPMALMOHHM CUCTEMM) U AaBTOMATU3IUPAHU
npouecu, Cy6eKTbT:

1. BbB BbTpELWHUTE CM NPaBMAA NO CMUCBAA Ha YA. 5, an. 1, T. 6 onpeaens:

a) npaBaTa Ha [AOCTbM [0 KOHKPETHM WHOOPMALMOHHM aKTUBU HA CAYXKUTEIUTE Crnopes
ANBXKHOCTTA UM;

6) peana 3a 3aABABaHe, NPOMsAHA U NPeKpaTABaHe Ha AOCTbM;

2. npunara 3agb/KUTENIHU MEPKU 33 aBTEHTUKAUuMA, OoTopu3auua U OAMT Ha KOMMIOTbPHUTE
MPEXN U CUCTEMM, KOUTO BKKOYBAT M M3UCKBAHWUA 3a ONpeaesieHa CNOXHOCT Ha AaHHUTe 3a
aBTEHTMKaLMA; aKo Ce U3M0A3BaT Napo/iun:

a) Te cneABa Aa CbAbPMKAT MAIKU U rofiemun 6yKeK, umdpu 1 cneymanHn CUMBOK;

6) obAXKMHATA UM TpAbBa Aa e He NOo-Masiko OT 8 cMMmBOJ1a 3a NnoTpebutenckmTe U 12 cumeona 3a
aAMUHUCTPATOPCKUTE Npodunu;

B) Napo/snTe Ha NOTPebUTENICKUTE aKayHTU TpAOBa [a Ce CMEHAT peryiapHO Ha nepuog He no-
roNam OT LWecT Mecela;

3. rapaHTUpa, Ye noTpedbuTenckntTe npodunn ca MHAMBUAYANHU; B exXeaHeBHaTa paboTa Tpabsa
Aa ce u3nonseat Npoduam € HalW-HUCKOTO HMBO Ha AOCTbM, KOETO AaBa Bb3MOMHOCT 3a
N3MbJIHEHWE Ha C/IYKEOHUTE 3a4b/IKEHUS;

4. rapaHTuUpa, Ye NnuaTa, MMalM NpaBo Aa 3aABABAT AaBaHe, NPOMEHSHE U CMpaHe Ha A0CTbA,
onpegeneHn BbB BbTpewHUTe npasuna no T. 1, 6ykea "6", npaBAT pedoBHW npernean Ha
AOCTbMUTE, HO He MOo-PAAKO OT BeAHbX B roguHata; npu Tesu nperneaum ce ycTaHOBsABa Aanuv
BCMYKM, Ha KOWUTO € AafeH AO0CTbM A0 MPEXKaTa, A0 OTAE/NHUTE CUCTEMMU U/UAN NPUNONKEHUA, UMAT
NPaBO Ha HEro B CbOTBETCTBUE CbC CAYKEOHUTE UM 33 b/IKEHUA, A3V BbHLUHW INLA UMAT 40CTbN
N KaKbB € TOoM (BMBLUK CAYKUTENN, NPEACTaBUTENIN Ha TPETU CTPaHMU); 3a LUenuTe Ha nperneaute
aAMUHUCTPATOPUTE HA CbOTBETHUTE MHOOPMALMOHHN N KOMYHUKALMOHHU CUCTEMU NPEeSOCTaBAT
Ha ONpPaBOMOLLLEHUTE BbB BbTpeLLUHUTe npasuaa no 1. 1, 6yksa "6" nnua cnMcbK Ha BCUYKU, KOUTO
MMaT [OCTbMN A0 CMCTEMATA M HMBOTO HAa AOCTbMA, @ OMNPAaBOMOLLEHUTE INLA AOKYMEHTUPAHO
NOTBbPXKAABAT UM AaBaT YKa3aHUA 3a NPOMSAHa;

5. orpaHuyaBa AaBaHETO HA NPUBUAEIMPOBAH A0CTbN (NO-BMCOKO HMBO Ha AOCTbM MAWM AOCTbN A0
CUCTEMA, A0 KOATO AnLETO He TpAabBa Aa MMa A0CTbN B CbOTBETCTBME C BbTPELIHUTE NpaBuaa no
an. 1); npuBMnerMpoBaHMAT oOCTbN TpsAbBa Aa ce AaBa camo 3a onpeaeneH nepuvog v ga ce
KOHTPO/IMPAT AEeNCTBUATA C HEro;

6. rapaHTMpa, Ye JOCTbNBT A0 cnogeneHn ¢pannose U NPUHTEPU € paspeLleH CaMo OT MpEeKaTa,
KOHTpoanpaHa ot CybeKTa.

3awumTa npum otaaneyeH I,EI,OCT'bI'I/pa6OTa OT pa3CtoAHue

Yn. 20. Mpun HeobxoaMmoCT OT AOCTbMN A0 MHPOPMALMOHHU aKTUBU U3BBH MpEXKaTa,
KOHTposinpaHa ot CybeKTa, ce cna3BaT M3NCKBAHUATA Ha Y. 19, BKAOUYMTENHO:
1. ce U3non3Ba Hali-manko ABypaKTopHa aBTEHTMKALMS;
2. ce M3M013BaT CaMO KaHa/In C BUCOKa cTeneH Ha 3awmTa KaTto Virtual Private Network (VPN);
3. He ce u3nonssear File Transfer Protocol (FTP) n Remote Desktop Connection.
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3awmTa Ha XapAyepHU YCTPOICTBa

Yn. 21. (1) 3a HamanABaHe Ha PUCKA OT MHUMAEHTU, NPEeAM3BUKAHWU OT TEXHUYECKM
nospeaun, Cy6eKTbT:
1. ocurypasa KIMMATUKO-MEXaHUYHUTE YCIOBUA, YKa3aHW OT NPOU3BOAMUTENS;
2. ocbuecTBaABa HabaogeHME Ha NapaMeTpuUTe Ha YCIoBMATA MO T. 1;
3. npoBeXAa NaaHMpaHa perynapHa TeXHUYecKa NpodurIaKTUKA Ha YCTPOMCTBATa B CbOTBETCTBUE C
NONINTUKATA MY 3@ }KU3HEHWUA UM LUUKBA.
(2) 3a HamanaBaHe Ha pucKa OT HeoTopusmpaH gocTbn CybeKTbT e ANbXKeH Aa pasnosara
yCTpoOiCTBATa B 30HW, KOUTO ca OM3MYECKM M NIOTMYECKM 3aWMTEHM B CbOTBETCTBME C
KnacuduKaumaTa Ha MHGoOpmaumATa, ¢ KoATO paboTArT.

3awmTa Ha codTyep n dbpmyep

Yn. 22. (1) Cy6eKTbT MHCTaNMpPa U NoALbPKA CAMO BEPCUMU HA M3MNOA3BaHMA B CUCTEMUTE
My codTyep u pbpmyep, KOUTO ce NOAABPNKAT OT TEXHUTE A0CTABYMLM UAN NMPOU3BOLUTENN U Ca
aKTya/IHW OT rneHa ToOYKa Ha CUrYPHOCTTA.
(2) ALMUHUCTPATUBHUAT OpraH, CbOTBETHO PbKOBOAMUTENAT Ha cybekta no un. 1, an. 1, 1. 2 = 5,
opobpsBa codpTyepa, KOMTO ce M3Non3Ba B UHGOPMALMOHHUTE N KOMYHUKALMOHHUTE CUCTEMMU.
(3) CybeKkTbT Nnoaabpka 6BUbAMOTEKA C AUCTPUOYTUBKU HA M3NON3BAHUA coPTyep N dbpmyep C Len
HamafnnABaHe Ha BPEMETO 3a Bb3CTaHOBABAHE Ha AaAeHa CUCTeMa Cnep, CPpmB.
(4) CybekTbT Npegnprema MepKu 3a:
1. HegonycKkaHe Ha MHCTA/IMPAHETO M M3M0/3BaHETO Ha HeogobpeH codTyep 1 dbpmyep;
2. KOHTPOJ BbPXY M3MN0oN3BaHUA codTyep U dbpmyep, BKAKOYUTENIHO HEFOBaTa aKTya/HOCT.
(5) Cy6ekTbT Nprema BbTPELIHM NPaBKIa U MHCTPYKLUUKU 32 pernameHTUpaHe Ha AelcTBmaTa no:
1. nogabpKaHe Ha GubanoTeKkaTa C AUCTPUOYTMBM Ha M3nonssaHua codtyep n dbpmyep B
aKTya/lHO CbCTOAHME;
2. ynpaB/ieHWETO Ha A0CTbNa A0 Hes;
3. npocneanaBaHe 3a HOBOOTKPUTWU YA3BMMOCTU B CUTYPHOCTTA Ha M3MOA3BAHUA B CUCTEMUTE MY
codTyep M dbpmMmyep M 3a TEXHWU aKTyanmsaumm (HOBM BepcUM, bNAEUTU U MNayoBe), KOUTO
OTCTpPaHABaT Te3N YA3BMMOCTM, WM MEPKM 338 CMeKYaBaHeTo MM, MybAUMKyBaHM OT
npousBoauTeNnTe NN AOCTAaBYNLMTE;
4. npuaobuBaHe M NPOBEPKa HAa NPOM3X0AA M LLeNOCTTa Ha aKTyaansaumaTa npegm MHCTaANMpPaHeTo
";
5. npunaraHeTo Ha akTyanus3auuuTe M NpenopbyYaHUTE MEpPKU, KOUTO TpAabBa ga ce M3BbpLUBAT
cbobpasHo pasnopeabuTe Ha ua. 11.
(6) CybeKkTbT rapaHTMpa, 4Ye YCTPOMCTBATA M CUCTEMUTE Ca KOHPUrypupaHM B CbOTBETCTBUE C
NPenopbKUTE 33 CUTYPHOCT HA CbOTBETHUA MM AOCTABYMUK UM NPOU3BOAMUTEN, KAaTO Ce NPUNOXKAT U
M3UCKBAHMATA Ha npunoxeHune Ne 4,
(7) CybekTbT cbxpaHaBa off-line konue oT aKkTyanHuTe KOHUrypauuoHHu dannose u/mnm
OnucaHWe Ha HaCTPOMKMTE, KaTo AOCTbNBT A0 TAX TpAbBa Aa e KoHTpoampaH. KonuATta Tpabsa ga
ce NpoBepsBaT pPeryiapHO OTHOCHO KavyecTBO U rO4HOCT.
(8) CybeKTbT perynapHo npaBu NPoOBEpPKa HAa KOHOUrypauMoHHUTe dalifioBe M HAaCTPOMKUTE Ha
CUCTEMM U YCTPOMCTBA 3@ HEPEr/TAMEHTUPAHU U3MEHEHMA.

3awmTa ot 3510BpeaeH codTyep

Yn. 23. (1) CybektbT npunara B MHOOPMALMOHHATA WM KOMYHWMKALMOHHAaTa CH
NHPPACTPYKTYpPa NOAXOAALLM MEPKM 33 3aLLMTA OT NPOHMKBAHE U MEPKM 33 OTKPUBAHE U CrIpaBAHe
CbC 3n0BpeaeH codpryep.

(2) MepkuTe 3a 3awmTa OT 310BpeaeH codTyep TpabBa:
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1. Aa ca NPUAOXEHU KbM BCMUYKM KOMMOHEHTU Ha MHPOPMALMOHHMUTE U KOMYHUKALMOHHUTE
CUCTEMU, KbAETO TOBA € Bb3MOXKHO;

2. [Ja ce NOAAbPMKAT B aKTya/HO CbCTOAHME, 3a Aa MMAT CnocobHocTTa Aa 3almTtaBaT oOT
HOBOOTKPWUTM 3annaxwu.

(3) MepkKuTe 3a 3awwmTa OT 310BpeaeH codTyep TpAabBa Aa NO3BONABAT:

1. u3BbplWBaHE Ha Mb/HA NPOBEPKA 3a Ha/AMuMe Ha 3/10BpedeH codpTyep MNOHE BeAHbXK B
CeAMMULATA, KbAETO € NPUNONKUMO;

2. NpoBepKa Ha eNleKTPOHHaTa nouwa U ¢anioBe, CBaNEHN OT MHTEPHET, KaKTO U MpeHOCUMU
3anucBallyM YCTPOWCTBA, Npean Aa 6baaT OTBOPEHU.

(4) CybeKTbT M3BbBPLUBA PErynapHO OLUEHKa Ha e(peKTUBHOCTTa Ha MepKuTe 3a 3awmTa oT
3n108peaeH codTyep M Npu KOHCTaTMpaHu cnabocTu npeanpuema genctens 3a nogobpasaHe Ha
3almTaTa.

3awmTa Ha yeb cbpBbpU

Yn. 24. (1) Cy6eKTbT Npeanpuema cnefHUTe MepPKM 3a 3alumMTa Ha yeb cbpBbpUTe:
1. wWHcTanupa cepTuPuUKaT Ha yeb CbpBbLPUTE CU, U3L3aLEH OT [OBepeHa cucTema 3a
ceptuduympare (trusted certification authority system); ceptudumkatsT TpsbBa:
a) Aa e M3paaeH 3a CboTBETHUA yeb caliT (website) uam rpyna caritoBe 1 fa e yHUKANEH;
6) fa U3nNon3Ba aAropuTbM 3a KpUnTMpaHe noHe SHA2;
B) @ € aKTyaneH, KaTo cepTudUKaTUTE C U3TEKDB/ CPOK CE aHYNMPaT;
2. 3a 3aWMTa Ha MHTerputeTa Ha MHPopmaumsaTa, obmeHsHa c noTpebutennte, yeb camTbT
(website) TpsbBa aa e goctbneH camo no npotokon Hypertext Transfer Protocol Secure (HTTPS),
KaTo ce M3Mo/s3BaT caMo KpunTtorpadcku TpaHCNopTHU npoTokoan TLS (Transport Layer Security)
Bepcua 1.2, peduHupaH B RFC 5246 Ha IETF (The Internet Engineering Task Force -
CneuunanusmnpaHa paboTHa rpyna 3a MHTEePHEeT MHXKeHepuHr) npes3 2008 r., Bepcus 1.3, gednHMpaH
B RFC 8446 Ha IETF npe3 2018 r., uaun cnepsawm no-HOBM BepCuK;
3. 3a KpUNTMpaHe Ha MHPopmaumnsaTa, obmeHAHa mexay yeb cbpBbpa M nNoTpedbutTenute my, ce
npunarat M3MCKBaHMATA Ha 4n. 16 u Kato ce B3emaTt npensua nybankysaHute B RFC Ha IETF
3abpaHu 3a M3non3BaHe Ha MeToaM 3a wudpupaHe B KpUNTorpapckmTe TPAHCNOPTHU NPOTOKONY;
4. pa ce npunoxun nogxoaaw, Web Application Firewall (WAP), KoitTo Habntogasa u ¢untpmupa
TpaduKa OT M KbM CbOTBETHOTO NPUIOXKEHME C LieN 3almTa Ha yeb npunoxeHuaTa ot KnbepaTakm
ot Tmuna Cross-Site Request Forgery (CSRF), Cross-site Scripting (XSS), file inclusion, SQL injection n
Aap.;
5. Aa He ce N03B0O/IABAa BMbKBAHE HA AlaHHM OT CTPaHa Ha noTpebutensa, ocBeH Ha onpegeneHuTe
3a TOBa MecTa;
6. BCUYKM BXOAHM A@HHM, NOCTbMNBALLM OT K/IMEHTA, BKAOYMTENHO CbAbPKAHNETO, NPEeAOCTaBEHO
OT NoTpebuTena u cbAbprKaHMeTo Ha Bpay3bpa, KaTo headers Ha NpenpalLawms 1 NnoTpedbuTenckm
areHT, TpAbBa Aa 6bAAT BaNMAMPAHY;
7. NPUNOXKHMA codTyep Aa He NO3BONABA BbBENKAAHE HA CMEunasHU CUMMBOAM, OCOBEHO TaKMBa,
KounTo ce unsnonssart B SQL 3aaBKuUTE;
8. BCMYKM [aHHW, M3MpallaHX OT KAMEHTa W MOKasBaHM B yeb cTpaHuua, Tpsbsa aa 6baar
KogupaHn ¢ HTML, 3a ga ce rapaHTupa, Ye CbAbp}KaHMETO ce M306pa3ABa KaTo TEKCT BMeCTO
HTML enemeHT unun JavaScript;
9. 3a 3aLWMTa OT aTakM OT TMNa OTKa3 ot ycayrm (DoS):
a) 4a Ce HaNoXW OorpaHUMYeHMe Ha 3aABKUTE U MO-CMeuManHO MO MAKCMMaAHa AbAXKMHA Ha
CbAbPKAHNETO, MAaKCMMAJTHA Ab/IKMHA HA 3aABKATa M MaKCMMaIHA Ab/IKMHA Ha 3asaBKaTa no Url;
6) Aa ce KOHPUrypuMpaT TMNBT M pa3mepsbT Ha headers, KOUTO yeb CbPBBPDBT LE NPUEME;
B) 4@ ce orpaHMyaT BpemeTpaeHeTO Ha Bpb3KaTa (connection Timeout), BpemeTo, 3a KOeTO
CbpPBBbPBT M34YaKBA BCUMUKM headers Ha 3asaBKaTa, nNpean Aa A NPEKbCHE, U MUHUMANHUAT Bpoii
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6anToBE B CEKYHAA NPW M3NpalLlaHe Ha OTFOBOP Ha 3asBKa, 33 A3 Cé MUHUMU3UPA Bb3AENCTBMETO
n Ha slow HTTP aTtaku;

10. 3a 3awmTta ot brute force aTakm Oa ce BbBeAe orpaHUYeHUEe Ha H6poa HeycnewHW onuTu 3a
B/IN3aHE B CUCTEMATA;

11. na He ce n3BeXK4a CNUCHK Ha yeb ANPEKTOPUNTE;

12. 6ucksuTKUTE (cookies) TpsbBa Aa MMaT:

a) dnar 3a 3awumTa (security flag) — To3u dnar MHcTpyKkTMpa Bpaysbpa, ye "6UCKBMTKATA" MoXKe Aa
6bae AoCTbMHA camo Ypes 3almuTeHn SSL KaHanu;

6) dnar HTTP only — nHcTpyKTMpa bpay3bpa, ye "6UcKBMTKaTa" MoKe Aa 6bae AO0CTbMHA camo oT
CbpBbPA, @ HE OT CKPMNTOBETE, OT CTPAHA Ha K/INEHTa;

13. headers Ha oTroBopuTe Ha 3aABKU, KOMTO TPAOBA Aa rapaHTMPAaT 3alLMUTa KAaKTO Ha K/IMEHTa,
TaKa v Ha yeb caiTa (website), KaTo CbAbPKAT ONLMK, NOCOYEHU B NpuaoKeHne Ne 5;

14. B rnaBHaTa AupekTopus Ha yeb calita (website) ga ce cnoxu daiin robot.txt, KoiTo AaBa
YKa3aHua Ha yeb poboTuTe (6oToBe/nasnwum) KOIKO YeCTo Aa 06X0XKAAT CailTa, KaKTO M KOM YacTu oT
Hero ga obxoxAaT U Aa MHAEKCUpaT; akKo To3u ¢dain He cbluecTByBa, yeb poboTute obxoxaat
LeNns calT — BCAKa eAHa Heroea CTpaHMUa, NOACTPAHMLA, CTaTUSA, IMHK U T.H., KOETO KpMe PUCK 3a
KOHOMAEHUMANHOCTTA Ha MHPOPMAUUNAT];

15. npu u3nonsBaHe Ha Cuctema 3a ynpaBieHMe Ha cbabpKaHueto (CMS) ga ce npomeHu
HaMmeHOBaHMeTO No noapasbupaHe Ha NankaTta 3a A0CTbM 40 aAMUHUCTPATOPCKMA NaHen.

3awmTa Ha Domain Name System (DNS)

Yn. 25. CybeKkTbT TPAbBa Aa npegnpueme cnegHUTe MepKu 3a 3awmTa Ha DNS:
1. npu n3nonssaHe Ha noseye oT eanH DNS cbpBbp, BCEKM OT TAX Aa € Pa3noNoXKeH B pa3/iMyHa
MpexKa/nogmpexa;
2. na npunara DNSSEC (Domain Name System Security Extensions);
3. Aa mnHnmmsunpa DNS 3aaskute cbrnacHo RFC 7816 Ha IETF ot 2016 1;
4. pa 3abpaHu zone-transfers — 3n10HamepeHn Anua morat 6bP30 Aa ONpesenaT BCUYKM XOCTOBE B
onpeaeneHa 30Ha 4ype3 TpaHchepu Ha DNS 30HM, Aa cbbupaT MHPoOpMauuna 3a AomeiHa, Aa
n3bupart uenn 3a ataku, ga OTKpPMBAT Heu3nonssaHu IP agpecn n ga 3a06MKanaT mpexosBua
KOHTPO/ Ha [OCTbMA, 3@ Aa KpaaaT MHPpopmauus;
5. B KOHOUTYpaUnoHHMA Galin ga CNoXKKU:
a) dmarc (Domain-based Message Authentication, Reporting and Conformance) 3anuc;
6) SPF (Sender Policy Framework) 3anuc.

dusnyecka cmrypHoct

Yn. 26. (1) CybeKTbT ocurypsisa ¢dpmsmnyecka 3almta Ha MHPOPMALMOHHUTE CU aKTUBM
ypes npunaraHe Ha aZleKkBaTHM M NPOMNOPLIMOHANIHU MEPKM Ccpelly 3aniaxu OT HeoTopU3MpaH
du3nyeckn poctbn A0 Tax. Mepkute TpabBa Aa rapaHTMpaT HaAUMYHOCTTa, WMHTErputetTa M
KOHOMAEHUMANHOCTTA Ha UHPOPMALIMOHHUTE aKTUBW.

(2) CybekTbT ocurypsaBa 3allmMTa Ha MHPOPMALMOHHUTE CU aKTMBM OT MOXKap, HaBOAHEHUE,
XMMUYEecKa M ¢uM3MYecka NpPOMsHA Ha Bb34yXa 4Ype3 noaxo4fAlM MepKM B CbOTBETCTBUE C
HOPMaTMBHUTE aKTOBeE.

(3) 3a pa rapaHTMpa epUKACHOCTTa Ha MPUIOKEHUTE Mepku no an. 1 n 2, CybeKkTbT U3BbLPLUBA
noAaxo4AaLo HabaogeHne BbpXy TAX.

3awmTa Ha MHAOYCTPUASTHU CUCTEMMU 3@ KOHTPON

Yn. 27. B cnyyann ye CybeKTbT M3M0a3Ba MHAYCTPMANHWU CUCTEMM 33 KOHTPOJA, OT
GYHKLMOHNPAHETO M CUTYPHOCTTA HA KOMTO 3aBUCAT CbLLLECTBEHUTE YCNYTWN, KOUTO NpPesocTaBs, TOM
€ 33b/KeH Aa NPUNOXKM NOAXOAAWM MEPKKU 3a TAXHATA 3aluUTa B CbOTBETCTBME C M3UCKBAHMUATA
Ha HapeabaTa, ako ca NPUIOHKUMM.
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Habnopenune

Yn. 28. (1) CybeKTbT M3nons3sBa cucTema/cuctemu 3a aBTOMATMYHO OTKPUBaHE Ha
CbbUTHA, KOUTO MOTaT 43 NOBAUAAT HA MpeXKoBaTa N MHPOPMALMOHHATA CUTYPHOCT Ha Ba*KHUTE 3a
AENHOCTTa My CUCTEMW, 4Ype3 aHaAu3 Ha WMHGOPMALMOHHM MNOTOUM, MPOTOKOAM U ¢annose,
npPemMMHaBaly Npes3 KAKYOBWM YCTPOMCTBA, NMO3ULMOHMPAHU TaKa, 4Ye Aa Morat Aa aHanuM3mpat
BCMYKM NOTOUM, OOMEHAHM Mexay cobCcTBEHUTE UM MHPOPMALMOHHM UM KOMYHUKALMOHHM
CUCTEMMU, KAKTO U C UHGOPMALMNOHHUTE N KOMYHUKALMOHHUTE CUCTEMMN Ha TPETU CTPAHM.

(2) CybekTbT opraHuMsMpa u4pe3 BbTPEWHM MpaBuaa M/WUAM  MHCTPYKUMM OEWCTBUATA 3a
HabloAeHME M Peakuma Ha CUrHanuTe oT Ta3un/Tesn cuctema/cucTemu.

CuctemHu 3anucum (logs)

Yn. 29. MNo oTHoWeHUE Ha cuctemHuTe 3anncu CybeKkTbT rapaHTupa, Ye:
1. B CbpBbPM 3@ NPUIOKEHWNA, KOUTO NOAABPKAT KPUTUYHU OENHOCTU, CbPBBPU OT CUCTEMHATA
MHPPACTPYKTYPaA, CbPBBPU OT MpeKoBaTa MHOPACTPYKTYPA, OXPAHUTENHMU CbOPBIKEHUA, CTAHL MU
33 MHXXEHEePUHr U NOAAPDBXKKA Ha MHAYCTPUANHU CUCTEMMU, MpeXKoBo obopyasaHe M paboTHu
MeCTa Ha aAMWHUCTPATOPU Ce PerncTpmpaTt aBTOMATUYHO BCUMYKM CbOUTUA, KOUTO Ca CBbP3aHMU
Hali-MasIko C aBTEHTMKaLMA Ha noTpebutenute, ynpasieHMe Ha npoduaunTe, npaBata Ha 4OCTbN,
NMPOMEHW B nNpaBunata 3a CUTYPHOCT WU PYHKUMOHMpPAHE HA MHPOPMALUOHHUTE ¢
KOMYHUKaLUNOHHUTE CUCTEMMU;
2. B 3anMcuTe 3a BCAKO OT Te3n CbbutMa e oTbenssaHo acTPOHOMWYECKOTO Bpeme, Korato e
HaCTbNUNO CbOUTUNETO;
3. BCMYKM KOMMOHEHTU HAa CUCTEMUTE NOAALPHKAT €4MHHO BPEME B CbOTBETCTBME C U3UCKBAHMATA
Ha:
a) craHgaptv BAC I1SO 8601-1 "data u Bpeme. MNpeactaBaHMA 3a obmeH Ha MHPopmaums. Yact 1:
OcHoBHM npasuna" u bAC I1SO 8601-2 "Nata n speme. MpeacraBaHna 3a obmeH Ha MHGoOpMaUUA.
YacT 2: PaswmpeHna"; BpemeTo 3a HaCTbNBaHETO Ha CbOUTUA C NPABHO NN TEXHUYECKO 3HAYEHUE
ce OTYMTa C TOYHOCT A0 roAuHa, AaTa, Yac, MMHYTa M CEKYHAa, a NPU TEXHONOrTMYHA HeobxoanumocT
ce AoNycKa M OTYUTaHE A0 MUINCEKYHAA;
6) 3a CUHXpPOHM3AUMA Ha YaCOBHULUUTE HA KOMMOHEHTM Ha MHPOPMALMOHHUTE WU
KOMYHMKaLUMOHHUTE cucTemMM TpsabBa aa ce usnonssa npotokon NTP V4 (Network Time Protocol,
Bepcus 4.0 n cneppauwm), ocHoBaH Ha RFC 5905 Ha IETF ot 2010 r., kKato ce ocurypssa
XPOHOMETPUYHA AeTepMUHaUMA ¢ BpemeBaTa ckana Ha UTC (Coordinated Universal Time), nan
aHaNornyeH;
4. pocTbnNbT A0 MHPOPMALMATA MO an. 1 e orpaHUYeH Camo A0 /JuULA, UMALLWM 3a4b/IKEHUA 3a
HabnogeHneTo nNo cmucbna Ha 4n. 30, 3a paspewaBaHETO Ha WMHUMAEHTM C MpexoBaTa M
MHGOPMALMOHHATA CUTYPHOCT, 3@ Pa3KPMBAHETO W pPa3C/NefBaHETO Ha TEXKWU MPECTbNNeHUs U
npecrbnaeHna no yn. 319a — 319e ot HakasaTenHua Koaekc B cboTeBeTcTBMe cun. 14, an. 4, 1.2 m
yn. 15, an. 3, 7. 3 oT 3aKOHa 3a KMbBepCUrypHoCT; AOCTbNBT A0 Tasn MHPopMauua Tpabea Aa e camo
3a YyeTeHe;
5. nudopmaumaTa no an. 1 ce apxmeupa U ce CbxpaHABa 3a NEpPMoOL He NO-ManbK OT ABaHajeceT
meceLa Npu cnasBaHe Ha U3NCKBAHUATA Ha Y. 32;
6. CybeKTbT TpAbBa Aa € B CbCTOsSIHME 4@ M3BbBPLUBA Kopenauums Ha MHbopmaumaTta no an. 1 ot
Pa3NMYHUTE U3TOYHULUM U O3 NPABAT aHaNMU3, 33 Aa OTKPMAT CbOUTMA, KOMUTO 3acAraT MperKoBaTa u
MHOOPMALMOHHATA CUTYPHOCT.

YnpaBneHne Ha MHUMAEHTU C MPeXKoBaTa U MHPOPMALMOHHATA CUTYPHOCT

Yn. 30. (1) BbB BbTpELWHUTE NpaBmuaa NO CMUCbAA Ha Y. 5, an. 1, T. 6 ce pernameHTupaT
BCMYKM AeMHOCTM NpK 06paboTKaTa Ha CUTHAAN U peakLms Npu MHUMAOEHTH.
(2) BbTpewHuTe npasuna no an. 1 cbabpKar:
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1. pena 3a nogaBaHe Ha CUTHAAM 3@ HAaCTbNUAW UM NOTEHLMANHM CbOUTMA, OKa3BaLLM HEFraTUBHO
B/INSIHWE BbPXY MpeXKoBaTa U MHGOPMaLMOHHATa CUIYPHOCT;

2. uHpopmaumsa 3a MLATA, OTTOBOPHM 33 PErUCTbPA HA NHUMAEHTUTE;

3. pena 3a perncTpupaHe Ha CUrHasa, NPoBepKaTa Ha HeroBaTa AOCTOBEPHOCT, KnacuduumpaHeTo
My, MPUOPUTU3NPAHETO MY M NOCNEABALLOTO YBEAOMABAHE 3a TOBA Ha NoAaTeNs;

4. pefa 3a yBeAoMABaHE 3a MHUMAEHTA (PYHKLMOHANHA U epapXmMyHa eckanaums);

5. peaa 3a nogasaHe Ha MHGOPMALMA 33 HAaYMHA 33 paspellaBaHe HA MHUWAEHT];

6. pefia 32 NPUKIOYBAHE Ha MHLWUAEHTA;

7. npougeca 3a cbbupaHe, CbxpaHABaHEe W MNpegaBaHe Ha [0KA3aTeNCcTBa, KOrato MHUMAEHTLT
npegnonara W3BbPLWBAHETO HA MNPOLECYaNHU [OeNCTBUA Cpewy Auue WAWM  OpraHuM3aums,
BK/ILOYMTENIHO HEObXoAMMUTE 3a TOBA 3anNucy;

8. NpaBaTa Ha A4OCTbN 40 PErNCTbPa Ha UHLUAEHTUTE.

(3) CybeKkTbT paspaboTBa, NpoBepsBa M NOALBPNKA B aKTya/IHO CbCTOAHME M/IAHOBE 3a CNpaBsHe C
WHUMAEHTUTE, KOMTO OMXa WMMaan Han-CepUO3HO Bb3AEWCTBME BbPXy MpexKoBata W
MHPOPMALMOHHATa CUTYPHOCT. MNaHoBeTE CbAbpPXKaAT MHPOPMALMA 3a:

1. OTrOBOPHMKA 33 OpraHM3aumMATa NPy HacTbMNBaHe HAa MHUNAEHT;

2. peaa 3a UHGOpPMMpPaHeE;

3. MepKuTe, KOUTO cnenBa ga ce npeanpuemaT U OTTOBOPHOTO 3a TOBA JIMLLE;

4. pena 3a KOHCYNTUpPaHe;

5. peaa 3a cnefeHe Ha NapameTpuTe No Bpeme Ha MHUWUAEHTa;

6. NMLETO, KOETO e Cbbupa 1 CbXxpaHsaBa HeobxoanmaTa MHGoOpMauma, U 4p.

(4) CybekTbT pa3paboTBa CTpaTerns 3a KOMyHWKauMa, KOATO onpeaens pega 3a cnogensaHe Ha
MHOOPMALUMATA 3@ WMHUMAEHTA CbC CAYKUTENW, NAPTHbOPW, AOCTABYULM, KAMEHTU, Meauw,
AbpXKaBHM OpraHu.

YBeaomaABaHe 32 UHUNAEHTH

Yn. 31. (1) Npn MHUMAEHT C mpexoBaTa U MHPOPMALMOHHATA CUTYPHOCT CAYKUTENAT
MAN aJMUHUCTPATUBHOTO 3BEHO, OTTOBAPALLO 33 MpeXKoBaTa U MHGOPMALMOHHATa CUTYPHOCT NO
CMUCBbAA Ha YA. 3, an. 2, yBeaOMABAT CbOTBETHMA CEKTOPEH KM 3a pearnpaHe npu MHUMAEHTU C
KOMMIOTbPHATa CUFYPHOCT 33 MHUMAEHTUTE B CPOKOBETE, MOCOYEeHU B Y. 21, an. 4 n 5 nun. 22 ot
3aKoHa 3a KubepcurypHocr.
(2) 3a yBegpomsaBaHeto no an. 1 v no yn. 17, an. 7 ot 3aKoHa 3a KMBEPCUrypHOCT ce U3MNon3Ba
dopmaTa, nocoyeHa B npunoxxeHne Ne 7.
(3) Npu U3NbnHABaHE HA U3UCKBAHETO Ha 4Ya. 17, an. 8 oT 3aKOHa 32 KNBGEPCUrypHOCT CEKTOPHUTE
eKMNM 3a pearnpaHe nNpu MHUMAEHTM C KOMMIOTbpPHATa CUIypPHOCT M3npawaTt obobuieHaTta
CTaTUCTUYEeCKa WHOOPMAUMA 338 WHUMAEHTM KbM HAUMOHAAHMA €KUM 33 pearnpaHe npu
MHUWAEHTM C KOMMNIOTbPHATa CUIYPHOCT, KaTo M3Moa3BaT ¢opmaTa, MocoYeHa B npuaoxeHme Ne 8.
(4) B cnyyan ye nHbopmaymata no an. 2 u 3 ce uM3npawa No eNeKkTPoHHa nowa, TA Tpabea aa e
noAxo4ALL0 3alMTEHA OT HEOTOPM3MPAH AOCTBN U Aa e KnacupuumnpaHa CbraacHo yn. 6, an. 7.

Pasgen lli
Ycronumsocr

PesepBupaHe 1 apxmBMpaHe Ha MHPopMaLmA

Yn. 32. (1) BbTpewHnTe npaBuaa/MHCTPYKLUMM MO CMUCbAA Ha 4Aa. 5, an. 1, 7. 6 ce
pa3paboTBaT B CbOTBETCTBUE C Le/INTE U CTPATENMYECKUTE HACOKM, OnpeseneHn B NoAMTUKATA 3a
MpeXKoBa M MHOOPMALMOHHA CUTYPHOCT OTHOCHO 3alMTa Ha MHTErputeTa Ha uHPopmauumaTa B
CNy4Yan Ha MHUMAEHT, 3acArall, HelmHaTa AOCTbMNHOCT.
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(2) BbTpewHuTe npasuna/vHCTPYKUMM MO an. 1 pernameHTMpaT npoLecute, CBbP3aHUTe C TAX
AENHOCTM W OTFOBOPHOCTUTE MO pe3epBMpaHe W apxmMBuMpaHe Ha WHbOpmaAuMA, Kato B
CbAbPKAHNETO UM Ce BKIOYBA Hal-MaJIKO:

1. uHdpopmaumaTa (6asm AaHHU, KOHPUTYPALMOHHN BaiNoBe, UMUAMKM HA CUCTEMMU U AP.), KOATO
e ce pesepsupa uU/Mam apxmemnpa;

2. TEXHONIOTUATA, KOATO LLLE Ce M3MNO0A3Ba 33 apXMBUPAHE U pe3epBUpaHe;

3. TMNBT Ha pe3epBupaHe (4aCTUYHO, NBbJIHO U Ap.);

4. nepnoabT Ha U3BBPLLBAHE HA APXMBUPAHETO U Pe3epPBUPAHETO;

5. 6poAaT Ha KONMATA, KOUTO e Ce NPaBAT;

6. BpEMETO 3a CbXpaHABAHE Ha BCAKO KOMWE CbINaCHO U3UCKBAHUATA HA HOPMATMBHUTE aKTOBE U
OLLeHKaTa Ha PUCKa;

7. MACTOTO Ha CbXPaHABAHE Ha BCAKO KOMMUE;

8. HAYMHDBT Ha 3aWwKTa OT HenNpaBomMepeH AocTbn (PUsmnyecka n nornyecka);

9. cnyyauTe Ha U3non3BaHe;

10. nnueTo, KOeTo gaBa paspeLleHne 3a U3Nos3BaHeTo.

(3) Bcnykm M3ncKBaHKUA NO an. 2 ce onpeaenat oT cobcTBEHMKA Ha MHGOPMALMATA UAN C HETOBOTO
opobpeHune 1 TpabBa Aa 6bAaT CbObpPa3eHU C BPEMETO, 3a KOeTo TA TpsAbBa Aa ce Bb3CTaHOBM, 33
[la ce rapaHTUpa HeobXxoAMMOTO HMBO Ha HAZIMYHOCT Ha ycAayraTa.

(4) Npwn pesepsBupaHeTo W/MAN APXMBMPAHETO HA MHPOPMAUMATA Ce CnaseaT cregHuTe
N3UCKBaAHMUA:

1. Aa ce NpaBAT perynspHM Konma cbobpasHo pucKa oT 3aryba Ha MHPopMaLmAa U AMHAMMKATA Ha
U3MEHEHMeTO i1;

2. KONMATa Ha MHPOPMALMA O3 Ca ETUKETUPAHM MO HAYMH, YKa3Ball, e4HO3HAYHO MOHEe KaKBa e
MHPOPMaUMATA, 32 KOA CUCTEMA, KAKbB METOZ € M3NO0/3BaH 3a Cb34aBaHe Ha KOMMETOo, AaTa M Yac;
3. KONMATA Ha YyBCTBUTENHA MHPOPMALMA Aa Ca B KPUNTUPAH BUA UM MOHE 3aLLUTEHN C Napona;
4. KonuATa Ha MHPOPMAUMATA Aa Ce CbXPaHABAT HA OTAE/IHA MALMHA U NO Bb3MOXKHOCT B Apyra
3alUTEHA MPEXK];

5. egHO OT KonuMATa Ha KpUTMYHa 3a AenHOCTTa MHPopmaumsa ce cbxpaHasa off-line n no
Bb3MOKHOCT B Apyra Crpasa Win Ha oTAa/1Ie4eHOo MACTO;

6. 4@ ce nNpaBu perynapHa NpPoBepKa Ha rogHOCTTA HAa pPe3epBHUTE KONUA, Aann Te U3NbAHABAT
LennTe, 3a KOMTO ca Cb34aZ4EHWN, M NOCTUFA 1N Ce HEOHXOAMMOTO BpemMe 33 Bb3CTAHOBABAHE.

PesepBupaHe Ha KOMMOHEHTU Ha MHPPACTPYKTypaTa

Yn. 33. CybeKTbT npeanpuema noaxoAAllM U B CbOTBETCTBME C PUCKOBETE MepKM 3a
rapaHTMpaHe Ha HUBOTO Ha YCAYrnTe U AeMHOCTUTE, KOMTO ca B 06xBaTa Ha HapeabaTa, KaTo:
1. pesepBupaHe Ha CUCTEMU;
2. pe3epBupaHe Ha YCTPOICTBa;
3. banaHcMpaHe Ha HaTOBApPBaHETO Ha KPUTUUHM YCTPOMCTBA UAM CUCTEMMU;
4. pe3epBupaHe Ha LEHTPOBE 3a JaHHM.

lNnaHoBe 3a HenpeKkbcBaemMocCT

Yn. 34. (1) CybeKkTbT pa3paboTBa NaaHoOBe 33 AENCTBMA B C/ly4ald Ha aBapuu, NPUPOAHM
bencTteua AW Apyrn HenpensuaeHW o6CTOATEeNCTBA, KOUTO BUXa MPUYMHUAM NPEKbCBAaHE Ha
npeaocTaBaAHaTa OT HEro yc/yra B CbOTBETCTBME C U3UCKBAHUATA Ha Y. 5,an. 1, 1. 6.

(2) NhaHoBeTe no an. 1 cbabPKAT:

1. obcTosATeNCTBATa, 3@ KOMUTO Ce OTHACAT;

2. nparoBeTe, NPU KOUTO ce 3a4eM1CTBarT;

3. IMLETO, KOETO AaBa pa3pelleHune 3a 3aeCTBaHeTO UM;

4. pefa 3a Bb3CTaHOBABAHE Ha YC/NYrUTe U AeMHOCTMTE A0 ONpeaeneHo HUBO.
(3) NhaHoBeTe no an. 1:
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1. ce npourpaBaT NepuoanyHoO, HO He Mo-PAAKO OT BEAHbX B rogMHaTa, C Uen Aa ce nposepwu
TAXHATa aKTYya/HOCT U Aa Ce TPpeHUpaT nLaTa, KOUTO MMAT OTFTOBOPHOCTU 33 U3Mb/IHEHUETO UM;
2. ce noAAbPKAT B aKTya/IHO CbCTOAHUE;
3. ca A4OCTbNHM CaMO 3a IMLUATA, KOUTO MMAT OTFOBOPHOCTU 33 TAXHOTO U3MbJAHEHUE;
4. ce CbXpaHABAT Hal-MaslKO Ha ABe MecCTa, e4HO OT KOUTO € U3BbH CrpajaTa, B KOATO ce Hamupat
cMcTeMUTE, 38 KOUTO Ce OTHACAT.

naBa Tpeta

KOHTPON

Oautn

Yn. 35. (1) KoHTpoAbT 3a cnasBaHe Ha WM3MCKBAHMATA Ha r/naBa BTOpa W MpueTute
CTaHZAPTM Ce OCbLLECTBABA Ypes:
1. BbTpeEWHM oauTK (OT NbpBa CTpaHa), KOUTO ca opraHusupaHu ot CybeKTa M ce M3BbLPLIBAT OT
HEroBu CAyXXUTen UaM OT TPEeTa CTPaHa, HO OT HErOBO MME;
2. BbHLWHM O4MTM OT BTOpA CTPAHA, KOMTO Ca OpraHM3MpaHuU OT KJAMEHTU WKW AO0CTAaBYMLM Ha
CybekTa;
3. BbHLWHM OAUTM OT TpeTa CTpaHa, NPOBEXAAHWM OT HEe3aBMCMMW OpPraHM3aLMM 3a O4MT, KaTo
KOHTPOJIHW OPraHM Ha W3NbAHUTENHATa BAACT UAM OPraHM3aLMKn, MMaLLM NPaBO A3 M3BbPLUBAT
aKkpeguTauma unm ceptudmKkauma.
(2) OgntnTe no an. 1, 1. 2 1 3 ca NPENOPBUYNTENHN MEPKM.
(3) OgutnuTe no an. 1, 1. 1 ce M3BbBPLWBAT B CbOTBETCTBME CbC cTaHaapT BAC EN ISO 19011
"YKa3aHuA 3a M3BbpLIBAHE Ha OAUT HA CUCTEMM 3a yNpaBaeHue", U3UCKBAHUATA Ha cTaHgapT BAC
EN ISO/IEC 17020 "OueHABaHe Ha CbOTBETCTBMETO", KaTo Ce cna3Ba Hali-Masiko C/1IeHOTO:
1. oguTuTe ce npoBeXxaaT NePUOANYHO, HO HE MO-PAAKO OT BEAHDbXK B rOAMHATa;
2. oAuTUTE ce NPOBEXKAAT MO AOKYMEHTUPaHM M o040bpeHn npoueaypu, roAULWIHW NPOrpamu U
naaHoBe, KOMTO Ca ONOBECTEHM Ha NMLATA, OTrOBapALLM 33 ogMTMpPaHaTa 0b1acT;
3. oaAnTUTe ce M3BBPLIBAT OT AMLA, NPUTENKaBalLM KBanuduKauma B obnactra Ha KOHTposa u
MMalWM HeobxoauMmMUTE 3HaHMA M npodecuoHaneH onut B o06nacTTa Ha MpexkoBaTa W
MHGOPMaALMOHHATA CUTYPHOCT;
4. oguTOpbT cCnasBa MNpPUHUMNMTE 33 NOYTEHOCT, 6e3npucTpacTHOCT, NPodEeCcMOHaANN3BM,
HEe3aBMCMMOCT U KOHOUAEHUMANHOCT;
5. oAnTOPBT He MOXKe Aa oanTnpa cobcTBeHaTa cm AeNHOCT;
6. pe3ynTaTuTe OT oAMTa Ce AOKYMEHTMUPAT MU 3a TAX ce MHPOPMMUpPaA CAYKUTENNAT, OTroBapsaL, 3a
oAnTMpaHaTa obnacrt;
7. NpU HecbOTBETCTBME C M3WUCKBAHMATA NOAPOOHO ce [OOKYMEHTMpPA W3UCKBAHETO W
KOHCTATUPAHOTO CbCTOAHME M Ce NMOCOYBA CPOK 33 OTCTPAHABAHETO MY;
8. pe3yntatuTe oT oamuTa ca ¢ Knacudpukauma TLP-AMBER.
(4) CybekTbT npenocTaBsAs pesynTaTute OT OAUTMUTE Ha CbOTBETHMA HALUMOHAJIEH KOMMETEHTEH
OpraH cbriacHo Yn. 16, an. 5 ot 3aKoHa 3a KnbepcurypHocT.

Mposepkn

Yn. 36. (1) (U3m. — OB, 6p. 47 ot 2022 r., B cuna ot 24.06.2022 r.) MNpoBepKute 3a
CbOTBETCTBME C M3MCKBAHWUATA Ha rNaBa BTOPA, OCHLLECTBABAHM OT MUHUCTbPA Ha €NEKTPOHHOTO
ynpaBieHWe CbrnacHo 4Yn. 12, 7. 6 oT 3aKoHa 3a KMBepcurypHocT, ce M3BbpLlIBaT CbobpasHO
ctaHgapT BAC EN I1SO 19011 "YKasaHuA 3a u3BbplUBaHE Ha OAMUT Ha CUCTEMM 3a ynpasneHue" u
n3ncKBaHuATa Ha ctaHaapt BAC EN ISO/IEC 17020 "OueHsBaHe Ha CbOTBeTCTBMETO".

(2) (M3sm. — OB, 6p. 47 ot 2022 r.,, B cunia ot 24.06.2022 r.) MNpoBepKnUTe ce NpoBexKaaT Nno
AOKYMEHTUPAHWN N YyTBBPAEHM OT MMHUCTBPA Ha eNEeKTPOHHOTO yNpaB/ieHWe BbTPELUHN NpaBua.
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(3) (U3m. — OB, 6p. 47 o1 2022 r., B cuna oT 24.06.2022 r.) MpoBepKk1TEe ce U3BbpLIBAT NO roAuLLIHa
nporpama, ogobpeHa OT MUHUCTbPA Ha ENEeKTPOHHOTO ynpaB/ieHWe, KoATO ce nybnaukyBa Ha
CTpaHMUaTa HA MUHUCTEPCTBOTO A0 KPas Ha NpeaxoAHaTa roauHa.

(4) (U3m. — B, 6p. 47 o1 2022 r., B cuna ot 24.06.2022 r.) MpoBepKn U3BbH oa0bpeHaTa rogmwHa
nporpama ce M3BbPLUIBAT MO UCKAHE Ha NPABOMMALL, OpraH, KaKTo U no 3asasBka Ha CybekTa, KaTo
nocneAHUTe ce OCbLLECTBABAT CAMO MPW Ha/MyMe Ha cBOBOAEH pecypc Ha ONPABOMOLLEHUTE OT
MWHUCTbPA Ha e/IeKTPOHHOTO ynpaBaeHune nuua.

(5) 3a BCcsAKa npoBepKa OMNPaBOMOLLEHWUTE /MLA Cb34aBaT MJaH, C KOMTO ce 3ano3HaBa
aAMUWHUCTPATUBHUAT OpPraH UAM CbOTBETHO pbKoBOAUTENAT Ha CybekTa noun. 1,an. 1, 1.2 -5 —
06eKT Ha npoBepKaTa.

(6) BpemeTo 3a M3BbpLIBAHE Ha MpOBEpKaTa Ce cbrnacyBa C agMMHUCTPATMBEH OpraH WU
CbOTBETHO C pbKOBOAUTENA Ha oanUTMpPaHua CybekT noyn. 1, an. 1, T. 2 — 5 — 06eKT Ha NpoBepKaTa,
He NO-KbCHO OT ceaem AHU NpeayM HAYaN0To Ha NPOBepKaTa.

(7) (U3m. — OB, 6p. 47 ot 2022 r., B cuna oT 24.06.2022 r.) ONpaBOMOLLEHUTE OT MUHUCTbPA Ha
€/1eKTPOHHOTO ynpaBsseHue nuua Tpabea Aa npuTerkaBaTt KBanndpukauma B obaactra Ha KOHTpona
M Ja MmaT HeobxoguMmuTte 3HaHWA U npodecnmoHaneH onuT B 06/sacTTa Ha MperkoBaTa W
MHGOPMaALMOHHATA CUTYPHOCT.

(8) OnpaBomouweHUTe nMua cnasBaT MNPUHLMNUTE 3@ NOYTEHOCT, 6e3npucTPacTHOCT,
npodecnoHann3bm, HeE3aBUCUMOCT U KOHPUAEHLMAHOCT.

(9) OnpaBomoLeHUTE ML U3rOTBAT AOKNAL C pe3ynTaTUTe OT NPOBEpPKaTa B CPOK HE MO-KbCHO OT
10 gHM cnepn NPUKAOYBAHETO Ha NpoBepKaTa. [oknagbT ce Knacuduumpa c TLP-AMBER.

(10) (U3m. — OB, 6p. 47 ot 2022 r., B cMna ot 24.06.2022 r.) B poknaga no an. 9 ce noco4ysa u
OLlEeHKaTa, NoJly4eHa B CbOTBETCTBME C METOAMKATA 33 M3BbPLIBAHE HA OLEHKA Ha MperKoBaTa U
MHGOPMaLMOHHATA CUFYPHOCT, NPMETa OT MMHUCTbPA Ha ENEeKTPOHHOTO ynpaB/ieHNe Cblr/1acHO Y.
12, 1. 7 oT 3aKOHa 3a KnbepcurypHocT.

(11) B cnyyalr Ha KOHCTATMpPaHO HECLOTBETCTBME C M3MCKBAHWATA B [AOKNaga NoApobHO ce
OOKYMEHTUPA M3UCKBAHETO M KOHCTAaTUMPAHOTO CbCTOAHME, CPOK 3@ OTCTPAHABAHETO MYy M aKo €
Heobxo4MMO, MPENOPDBKU KaK Aa bbae OTCTPAHEHO.

(12) B goknaga no an. 9 moxke ga 6bAAT BKAOYEHU M NPENOPbKM 3a NogobpaBaHe Ha HUBOTO Ha
MpeXKoBaTa U MHPOPMALLMOHHATA CUIYPHOCT.

(13) (U3m. — OB, 6p. 47 ot 2022 r., B cuna ot 24.06.2022 r.) MUHUCTBPBT Ha ENEKTPOHHOTO
ynpaBieHWne UanM yNbJAHOMOLLEHO OT HEro AnLe u3npawa AoKnaga no an. 9 Ha agMUHUCTPATUBHUA
OpraH, CbOTBETHO Ha pbKoBoanTens Ha CybekTa, KbAEeTO € HanpaBeHa NpoBepKarTa.

(14) (U3m. — OB, 6p. 47 ot 2022 r., B cmuna oT 24.06.2022 r.) MUHUCTBPBT Ha ENEKTPOHHOTO
ynpaBieHWe WUAM YNbAHOMOLLEHO OT HEero Auue naaHuMpa AEeNCTBMA 3a nocieasall, KOHTPOA 3a
OTCTPaHABaHE Ha KOHCTAaTMPAHWUTE HEeCbOTBETCTBMA M MHOOPMMPA 33 TAX PbKOBOAUTENA Ha
0ANTUPAHOTO Anue noyn. 1, an. 1.

AHKeTUn

Yn. 37. (1) 3a uenute Ha un. 16, an. 3, T. 3 oT 3aKOHa 3a KNO6EPCUTYPHOCT HALMOHANHUTE
KOMMNETEHTHN OpraHu U3MoA3BaT U aHKEeTU.
(2) AHKeTUTe ce oTHacAT A0 ob6xBaTa Ha Ta3u Hapeaba, nocoyeH B Y. 1, an. 2.
(3) B aHKeTMTEe MOXKe ga ce Ucka MHPOopPMaLMA OTHOCHO BCUYKM M3UCKBAHWA, NOCOYEHW B rNaBa
BTOPaA, OTAE/IHWN Pa3Aenu OT Hesl UM OTAENHU YNeHOBE, HE3aBUCMMO B KOM pa3aen ca.
(4) NonbnHeHUTe aHKeTU ca ¢ Knacudukaumsa TLP-AMBER.

FnaBa yeTBbpPTa
PETMCTHP HA CbLLECTBEHUTE YCNYTU

V],D,eHTVId)VILI,VIpaHe Ha CbLleCTBEHUTE YCNYTU U HA ONepaTopuTe Ha CbLleCTBEHU YyCYTU
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Yn. 38. (1) AAMUHUCTPATUBHUTE OPraHKW, onpefeneHn c peweHne Ha MuHUCTepcKuA
CbBET CbrMacHo 4Yn. 16, an. 1 oT 3aKoHa 3a KMBGepCUrypHocT, naeHTMduumpaT M pernctpmpat
CbLLLECTBEHUTE YCAYTM B CbOTBETHUTE CEKTOpPU M MNOACEKTOPU U OnepaTtopuTe, KOUTO MU
npenocTasAT.
(2) 3a uenute Ha an. 1 aMUHUCTPATUBHUTE OPraHK NpuaaraT MeToAnKaTa, NPUETa C peLleHne Ha
MUHUCTEepPCKMA CbBET.
(3) AAMMHUCTPATUBHUTE OpraHu no an. 1 perynapHo, HO He MO-MaKo OT BEAHDBbXK Ha ABe rOANHM,
NpaBAT npernaeg Ha:
1. af.eKBaTHOCTTA Ha cneunduUUHUTE 33 CbOTBETHUA CEKTOP KPUTEPUM U €BEHTyaslHM Nparose 3a
onpefensaHe Ha CbLECTBEHUTE YCayrn, AePpUHMpPaHM B MeTOAMKATA MO an. 2;
2. CblULEeCTBEHUTE YCAYrM B CbOTBETHUTE CEKTOpM M MNOACEKTOPU W OnepaTopuTe, KOUTO U
npenocTasAT.

Knacndmkauma Ha MHGOpMaLUMATA B PErMCTbPA HA CbLL,ECTBEHUTE YCAYTU
Yn. 39. UHPopmauumaTa, cbbpaHa no un. 38, e c Knacudukaums TLP-RED.
MoanpbKKa Ha MHGOPMALMATA B PErMCTbPA HA CbLLECTBEHUTE YCAYTH

Yn. 40. (1) (M3m. — OB, 6p. 47 o1 2022 r., B cMna oT 24.06.2022 r.) AAMUHUCTPATUBHUTE

opraHu no 4Aa. 38, an. 1 npeaasat Ha MMHUCTbPA Ha ENEKTPOHHOTO ynpasaeHne nHPopmauymaTa 3a
CbLLECTBEHUTE YCAYITM B CbOTBETHUTE CEKTOPU M MOACEKTOPU M 33 OnepaTtopuTe, KOUTO U
npeaocTasAT, NocovyeHa B Y. 6, an. 1 oT 3aKOHa 3a KNbepcurypHocT, 1 MHbopmMmauunaATa, cbbpaHa B
pe3ynTaT Ha M3NbJAHEHME Ha YA. 38, an. 2 No 3aWUTEHN KOMYHUKALMOHHWN KaHaun.
(2) (N3m. — OB, 6p. 36 ot 2022 r., 6p. 47 oT 2022 r., B cuna ot 24.06.2022 r.) MUHUCTBLPBT Ha
TpaHcnopTa M CbobleHMATa NpeaaBa No 3aWMUTEHN KOMYHUKALMOHHW KaHanM Ha MMHUCTbPA Ha
€NEeKTPOHHOTO ynpaBaeHne MHPopmMaLMAaTa 3a BCUYKU LMDPOBM YyCAyrM CbrnacHo peuntan 57 ot
Onpektmea (EC) 2016/1148 Ha EBponeickusa napiameHT 1 Ha CbeeTa oT 6 toan 2016 r. OTHOCHO
MEPKM 33 BUCOKO 06LLO HMBO HAa CUTYPHOCT Ha MPEXUTE U MHPOPMALMOHHUTE cucTemn B Cbto3a
(OB, L194/1 o1 19 tonun 2016 1.), pa3npeaeneHu No BUA0BE CbracHo npunoskeHmne Ne 2 Kbm un. 4,
an. 1, 1. 2 kbm 3aKoHa 3a KNbepcurypHoOCT, 1 33 40CTaBYMLIUTE, KOMTO M'M NPeaOCTaBAT.

AoMUHUCTPUpPaAHE

Yn. 41. (U3m. — OB, 6p. 47 ot 2022 r., B cuna ot 24.06.2022 r.) OnpaBOMOLLEHN OT
MUHUCTbPA Ha ENEeKTPOHHOTO YNpPaBAEHWE CAYXKUTENM aAMUHUCTPUPAT PEerncTbp Ha
CbLLLECTBEHMTE YCAYTUN U BbBEXKAAT MHGOPMALMATA, NOyYeHa no . 38.

3awmTa Ha pernctopa Ha CbWEeCTBEHUTE YCYTU

Yn. 42. Kbm peructbpa Ha CbLUIECTBEHUTE YCAyrM ce npuaarat afeKBaTHUTE U
MPUIOXKMMU MUHUMANHU MEPKM 38 MpexKoBa U MHGOPMALIMOHHA CUIYPHOCT, MOCOYEHM B rnasa
BTOpa, pasaen |l c yTouHeHuATa, nocoyeHu B Y. 19, u pasgen lll.

yl'lpaBl'IEHMe Ha AO0CTbMNa 40 perncropa Ha CbleCTBEHUTE YCNYTU

Yn. 43. (1) Ooctbn A0 perncrbpa Ha CbLULECTBEHUTE YCAYTM MMAT YMbAHOMOLLEHM
npeAcTaBUTENN Ha:
1. HauMoHanHMA ekMn 3a pearMpaHe NPy UHUMAEHTU C KOMNIOTbPHATA CUIYPHOCT MO CMUCHAA Ha
yn. 19, an. 1 ot 3aKoHa 3a KMBepPCUrypHOCT 3a U3NbAHEHME Ha GYyHKLUMUTE My Mo ua. 19,an. 2, 1. 1
n 10, KaTo AOCTBLNBT e A0 uAnaTa MHGopMaLma 1 AaBa NPaBO CAMO 33 YETEHE;
2. CEKTOPHUTE EKUMU 33 pearnpaHe Ha UHUMAEHTU C KOMMIOTbPHAaTa CUTYPHOCT MO CMUCH/IA Ha Y.
18, an. 1 oT 3aKoHa 3a KMbepcurypHocT 3a uU3nb/HeHMe Ha GyHKuuuTe my no yn. 18, an. 3 m 7 ot
3aKoHa 3a KMbepcurypHocCT, KaTo AOCTbNbT € caMo A0 MHPOopMauMATa 3a CbOTBETHUA CEKTOP U
[laBa NpPaBo CaMo 3a YeTeHe;
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3. HaumoHanHOTO eguMHHO 3BEHO 3@ KOHTAKT NO CMUCbAA Ha 4n. 17, an. 1 oT 3aKoHa 3a
KMb6epcurypHocT 3a msanbaHeHWe Ha OyHKumMuTe My no 4n. 17, an. 2, 3, 4 u 7 oT 3aKoHa 3a
KMb6epcurypHocCT, KaTo AOCTbMNbT € A0 uanata MHopmauma 1 fasa NPaBo Camo 3a YETEHE;
4. HauMOHaNHUTE KOMMETEHTHM OpraHn No CMUCH/A Ha Y. 16, an. 1 oT 3aKoHa 3a KubepcurypHocT
33 U3NbJAHEHUE HA PyHKUMMTE MM No Y. 16, an. 11 oT 3aKOoHaA 33 KMBEePCUTYPHOCT, KaTo AOCTbNbT
€ caMo A0 MHPOPMALMATA 33 CbOTBETHUA CEKTOP M AaBa NPABO HAa YeTeHe U pefaKkTUupaHe camo A0
noseta "nnue 3a KOHTAKT" M "KOHTAaKTHU TOUYKK".
(2) AocTbn®bT OO perucTbpa e UHAMBUAYANEH, KaTo 3a LenTa agMUHUCTPATUBHUTE OpraHu Mo Y.
38, an. 1 nogasat CNUCbK Ha YNbJAHOMOLLEHUTE CAYXKUTENN, KOUTO M3NBAHABAT GYHKUMM B
CbOTBETHUA HaLUWOHANEH KOMMETEHTEH OPraH M CEKTOPEH eKWN 3a pearnpaHe Npu MHUWAEHTU C
KOMMIOTbPHATa CUTYPHOCT.
(3) (U3m. — OB, 6p. 47 ot 2022 r., B cuna ot 24.06.2022 r.) Npu NnpomsaHa MAK NPeKpaTABaHE Ha
cnyxebHUTe NPaBOOTHOLWEHMA AAMUHUCTPATUBHUAT opraH no 4Ya. 38, an. 1 nHpopmmpa NMCMmeHo
B paMKMUTE Ha eguH paboTeH AeH MUHUCTbPA Ha eNEeKTPOHHOTO YyNpaB/ieHMe UAN YN bIHOMOLLEHO
OT Hero /Auvue 3a HACcTbNUAMTE MPOMEHW 33 KOPUIMpaHe Ha AOoCTbna [0 perucTbpa Ha
CbLLECTBEHUTE YCNYTN.
(4) (M3m. — OB, 6p. 47 ot 2022 r., B cuna ot 24.06.2022 r.) [locTbn A0 perucTbpa ce Aasa cnes
ofobpeHne OT MUHUCTbPA HA €/1IEKTPOHHOTO YNPABAEHME UAN YITBHOMOLLLEHO OT HEro nmue.
(5) Cayxkutenute no un. 41, KOUTO AAMUHUCTPUPAT PETUCTBPA HA CHLLECTBEHUTE YCAYrU, Hal-
MaJIKO BEAHDBXK B rOANHATA MHULUMMPAT Nperaes Ha npasaTa 3a A0CTbN N0 CMUCBbAA Ha ya. 19, 1. 4.
(6) 3a mocTbN A0 perncTbpa ce U3nosi3Ba NoHe AByPpaKTOpPHa aBTEHTUKALMA.

AONBbAHUTE/IHN PA3NOPEABU

§ 1. HapenbaTta e cbobpaseHa cbC:
1. Fpynata craHgapt1 BAC (EN) ISO/IEC 2700x — UHbOpMaUMOHHM TexHonormn — MeTtogu 3a
curypHoct — Cuctemu 3a ynpas/ieHMe Ha CUIYPHOCTTa Ha MHGopmaumaTa.
2. Apyrn mexxayHapoaHu cTaHaapTM B obnactta Ha MHPOPMALMOHHUTE TEXHONOMMU U CUTYPHOCTTA
Ha MHGOPMaLMATa, NOCOYEHN B NpunoxeHne Ne 1.
3. MpenopbkuTe Ha MpynaTa 3a CbTPYAHMYECTBO NO MPEKOBA U MHPOPMALMOHHA CUTYPHOCT KbM
EBponeickaTta Komucua oT despyapn 2018 r. OTHOCHO MEpPKUTE 3a CUIYPHOCT 3a onepaTopuTe Ha
OCHOBHMW yCAyru.
4. [obpu npaktMkm B obnactta Ha WMHOOPMAUMOHHUTE U KOMYHUKALMOHHUTE TEXHONOTUW,
npenopbyYyaHM OT Bogewn B o0b6nacTTa Ha MpexoBata U MHOOPMALMOHHATA CUTYPHOCT
opraHusaumn.

§ 2. Mo cmucbna Ha HapeabaTa:
1. DNSSEC (Domain Name System Security Extensions) e Habop oT pa3swupeHua Kbm DNS
cucTemarta, ypes Kouto ce fobaBA HauMH 3a BepuduumMpaHe Ha aBTEHTUYHOCTTa Ha Nyb6AnMKyBaHaTa
DNS wuHdbopmauma 3a gapeH gomeiH. Ypes DNSSEC ce yaoctoBepsABa WMCTUHHOCTTA Ha DNS
MHPOPMaUMATA 3a AaJeH AOMENH, KaTo NO TO3M HauyMH UHAMPEKTHO Ce 3allMTaBa aBTEHTUYHOCTTA
Ha BCUYKM YCAYrX OT TO3U AOMEIH, a CbLLO M NOTpebutennte Ha Tesm ycayru.
2. Dmark (Domain-based Message Authentication, Reporting and Conformance) — 3anuc, ykasBali
NONUTUKUTE 33 BaIMAMpPaAHe, Pa3npPoCTPaHeHMEe U OTYETHOCT Ha e/IeKTPOHHATa NoLLa B paMKUTe Ha
AomelHa, cbrnacHo RFC 7489 Ha IETF.
3. SPF (Sender Policy Framework) — 3anuc, yka3Ball, meToaa 3a yA0CTOBEPSBAHE HAa €/IEKTPOHHA
nouia, cbrnacHo RFC 7208 Ha IETF ot 2014 r. 3anucbT TpabBa aa 6bae BbB dopmaTt DNS TXT (type
16) Resource Record (RR) cbrnacHo RFC 1035 Ha IETF.

NMPEXOAHU U 3AKNTKOMUTE/THU PA3NOPEABU
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§ 3. B cpoK 4 mecela OT B/IN3aHETO B cCUNa Ha HapepbaTa cybektute no un. 1, an. 1
npuBexaaT AenHOoCTTa CU B CbOTBETCTBME C rNaBa BTopa.

§ 4. HapeabaTa ce npvema Ha OCHOBaHWe Y. 3, an. 2 oT 3aKkoHa 3a KNbepcurypHocrT.

NMOCTAHOBNEHUE Ne 134
Ha MuHucTepckua cobeeT oT 20 toHM 2022 r. 32 U3MEHeHue 1
AO0MbNHEHME Ha HOPMATUBHU aKToBe HAa MUHUCTEPCKMA CbBET
(4B, 6p. 47 o1 2022 1., B cuna ot 24.06.2022 r.)

§ 2. B Hapegbata 3a MMHMMaNHUTE U3UCKBAHUSA 3a MperKoBa U MHOOPMALMOHHA CUTYPHOCT,
npueta c MNoctaHosneHne Ne 186 Ha MuHucTepckus cbeet ot 2019 r. (06H., 4B, 6p. 59 ot 2019 r.;
nm3am. u gon., 6p. 36 ot 2022 r.), HaBcakbae aymute "Mpeacenatenart Ha [bprkaBHa areHuums

"EnekTpoHHO ynpasneHue", "npeaceaatens Ha Jbp:kaBHa areHuma "EneKTpoHHO ynpasneHue" m
"areHumATa" ce 3aMeHAT CbOTBETHO C "MUHUCTLPDBT Ha €/IEKTPOHHOTO ynpasseHne", "MUHMCTbPa
Ha eNeKTPOHHOTO ynpasaeHune" n "mMmuHUcTepcTBoTO".

MpunoxeHune Ne 1
KbMm yn. 2, an. 4

CNMUCHK HA CTAHOAPTU B OBNIACTTA HA MPEXXOBATA U MUHOPOPMALMNOHHATA CUTYPHOCT
CTaHAapTH 3a ynpaBaeHne Ha CUrypHOCTTa Ha MHPOPMAUUATA

BAC EN ISO/IEC 27000 — NHdopmaumoHHM TexHonormm — Metogm 3a curypHoct — Cuctemm 3a

ynpaBAeHue Ha CUFYPHOCTTa HAa UWHPopmaumata -— O6wW, npernes U pPeyHUK

BAC EN ISO/IEC 27001 — NHdopmaumMoHHM TexHonormn — Metogm 3a curypHoct — Cuctemu 3a
ynpasneHue Ha CUrypHOCTTa Ha uHPpopmauymara - U3ncksaHus

BAC EN ISO/IEC 27002 — UHdopmaLmMOHHU TexHonorm — MeTtoam 3a curypHocT — Kogekc 3a
Aobpa npaKTUKa 3a ynpasneHue Ha CUTYPHOCTTA Ha nHpopmayumaTa

BAC ISO/IEC 27003 — VMHPOPMALMOHHU TexHonorMm — MeToau 3a CUrypHOCT — YKa3aHuA 3a
BHeApABaHe HA CUCTeMM 3a yMpaB/leHME Ha CUTYPHOCTTA Ha  UHPopmaumATa

BAC ISO/IEC 27004 — VIHPOPMaLMOHHU TexHoNorMmM — MeToam 3a CUTrypHOCT — YnpaBaeHue Ha
CUTYpHOCTTa Ha wuHPopmauuata - HabnwaeHue, wusmepBaHe, aHaiU3 U OLEHABaAHe

ISO/IEC 27009 — Information technology — Security techniques — Sector-specific application of
ISO/IEC 27001 - Requirements (MHPOPMALMOHHM TEXHONOTMM — TEXHUKU 3a CUTYPHOCT —

CneuudmuyHO 33  CEKTOpuTe nMNpuUNaraHe  Ha ISO/IEC 27001 -  WM3uckKsaHuA)

BAC ISO/IEC 27013 — VMHbOPMAUMOHHM TexHonormm — MeToau 3a CUrypHOCT — YKasaHuA 3a
CbBMECTHO BHepapaABaHe Ha ISO/IEC 27001 7] ISO/IEC 20000-1

ISO/IEC 27014 — Information technology — Security techniques — Governance of information
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security (MHPopmaLMOHHU TexHONOrMKM — MeToaM 3a CUTYPHOCT — YNpaBneHUe Ha CUTYPHOCTTa Ha
nHpopmaumaTta)

ISO/IEC 27017 — Information technology — Security techniques — Code of practice for information
security controls based on ISO/IEC 27002 for cloud services (MHdOpPMaALUMOHHN TEXHONOMUM —
Metoan 3a curypHocT — KopeKc 3a Aobpa npakTMKa 3a KOHTPO/A HA CUTYPHOCTTa Ha
nHpopmaymaTa 3a o6nauHu ycnyru, 6a3supaH Ha ISO/IEC 27002)

ISO/IEC 29146 - Information technology — Security techniques — A framework for access
management (MHPopMaLMOHHM TexHoNOrMM — MeToaum 3a CUrypHoOCT — PamKa 3a ynpasieHue Ha
A0CTbNa)

BAC ISO/IEC 27018 — UHPopMaLMOHHM TexHonormn — Metoam 3a curypHoct — Kogekc 3a aobpa

NpaKTUKa 3a 3aWMTa Ha AMYHKU AaHHU (personally identifiable information PIl) B obwecTBeHn
obnauum, peucTBalum KaTto aAMUHUCTPATOPU Ha Pll

CTaHZapTM 33 ynpaBneHue Ha pUCKa

BAC ISO/IEC 27005 — MiHPOPMaLMOHHN TexHonormm — MeToamu 3a CUrypHOCT — YnpaBneHue Ha

pucKa 3a CUrypHocTTa Ha uHdpopmauumaTa
BAC ISO 31000 - YnpasneHue Ha puCKa - YKasaHus
BAC EN 31010 - VYnpasneHMe Ha pucka — MeToguM 3a oueHABAaHe Ha pPUCKa

ETSI TS 102 165-1 — CYBER; Methods and protocols; Part 1: Method and pro forma for Threat,
Vulnerability, Risk Analysis (TVRA) (KUBEP; Metogun u nportokonu; Yact 1: MeTtoamuKka w
npodecnoHanHa dopma Ha 3ansaxa, YA3BMMOCT, aHanu3 Ha pucka (Threat, Vulnerability, Risk
Analysis (TVRA)

CTaHLI‘apTVI 3a Vlﬂ,eHTVId)MKaLl,VIFI M aBTEHTUKaALUUNA

ISO/IEC 11770-1 — Information technology — Security techniques — Key management — Part 1:
Framework (MHpopmaunoHHU TexHONOrMK — MeToamn 3a CUTYPHOCT — YNpaBaeHMe Ha KalodyoBeTte
- Yact 1 Pamka)

ISO/IEC 11770-2 — Security techniques — Key management — Part 2: Mechanisms using symmetric
techniques (MHPoOpmaUMOHHU TexHONOrMKU — MeToaM 3a CUTYPHOCT — YNpaB/ieHue Ha Kak4voBeTe
- Yact 2: MexaHusmu, M3N0/3BaLLMU CUMETPUYHMU TEXHUKN)

ISO/IEC 11770-3 — Information technology — Security techniques — Key management — Part 3:
Mechanisms using asymmetric techniques (MHpopmaumMoHHM TexHonormm — MeToam 3a
CUrypHocT — YnpasneHue Ha Katodosete — YacT 3:CnopasymeHune 3a Hesuaumu Diffie-Hellman
Kntovyose)
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ISO/IEC 11770-4 — Information technology — Security techniques — Key management — Part 4:
Mechanisms based on weak secrets (UHpopmaunMoHHU TexHonorum — MeToam 3a CUTYPHOCT —
YnpaBneHne Ha Kawuvosete — Yact 4: MexaHM3MKW, OCHOBaHM Ha cnabwu TalHW)

ISO/IEC 11770-5 — Information technology — Security techniques — Key management — Part 5:
Group key management (MHpopmMmaLUOHHM TexHONOrMKU — MeToamM 3a CUTYPHOCT — YnpaBaeHue
Ha Kno4yosere - Yact 5: YnpasneHue Ha rpynosu Kato4oBse)

ISO/IEC 11770-6 — Information technology — Security techniques — Key management — Part 6: Key
derivation (MHopMmaLMOHHM TeXHONOrUK — MeToan 3a CUTYPHOCT — YNpaB/ieHUe Ha KaluoBeTe
- Yacr 6: Oepusauusn Ha Knto4yose)

ISO/IEC 20889 - Privacy enhancing data de-identification terminology and classification of
techniques (TexHonormMu 3a 3alnUTa Ha IMYHUTE AAHHWU OT Ae-UAeHTUPUKAUUA, TEPMUHONOTUA U
Knacudukaums Ha TEXHUKUTE)

ISO/IEC 24760-1 — Information technology — Security techniques — A framework for identity
management — Part 1: Terminology and concepts (MHdopmauMoHHM TexHonormm — Metoam 3a
curypHoct — PamKa 3a ynpaBneHue Ha MAEHTUYHOCTTA — YacT 1: TepMMHONOIMA U NOHATUA)

ISO/IEC 24760-2 — Information technology — Security techniques — A framework for identity
management — Part 2: Reference architecture and requirements (MHdOPMALMOHHN TEXHONOTUN —
MeToam 3a curypHocT — PamKa 3a ynpaBneHue Ha MAEHTUMYHOCTTa — YacT 2: MpenopbunTtenHa
apXUTEKTYypa n N3NCKBaAHWMA)

ISO/IEC 24760-3 — Information technology — Security techniques — A framework for identity
management — Part 3: Practice (MHpopmaLMOHHM TexHONOrMK — MeToam 3a curypHocT — PamKa 3a
ynpasneHue Ha MAEHTUYHOCTTA - Yact 3: MpwunaraHe)

ISO/IEC 29115 — Information technology — Security techniques — Entity authentication assurance
framework (MHpopmauMOHHM TexHoNOrMK — MeToam 3a cUrypHoCT — PaMKa 3a rapaHTUMpaHe Ha
ABTEHTMYHOCTTA Ha cybeKktn)

ISO/IEC 29151 — Information technology — Security techniques — Code of practice for personally
identifiable information protection (MHpopmauMOHHU TexHONOTMM — TEXHWKM 3a CUFYPHOCT —
Kopaekc Ha MPaKTUKKU 3a 3awumTa Ha NIMYHaTa MHpopmaumn)

ISO/IEC 29191 - Information technology — Security techniques — Requirements for partially
anonymous, partially unlinkable authentication (MHdopmaumoHHM TexHonormm — TexHUKM 3a
3awmTa — U3UCKBAHMUA 33 YaCTUMHO aHOHMMHO YAOCTOBepABaHe, YaCTUYHa NCeBAOMUHU3ALMUA)

ISO/IEC 18370-1 — Information technology — Security techniques — Blind digital signatures — Part
1: General (UIHPopmaunoHHn TexHonorum — Metoam 3a curypHoct — Hesuammun uundposm
nognucu - Yacr 1: O6wm NoNOXeHuA)

ISO/IEC 18370-2 — Information technology — Security techniques — Blind digital signatures — Part

2: Discrete logarithm based mechanisms (MHbopmaunoHHM TexHoNorMM — MeToam 3a CUTypPHOCT —
Hesuaumn uudposu nognucu — Yact 2: MexaHu3amu, 6as3MpaHn Ha AUCKPETHWU IOrapuUTMu)
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ISO/IEC 20008-1 — Information technology — Security techniques — Anonymous digital signatures —
Part 1: General (MHbOpMaUMOHHKN TeXHONOrMKM — MeToan 3a CUTYPHOCT — AHOHUMHU LUdPOBHU
noanucu - Yact 1: O6wm NOJIOXKEHUSA)

ISO/IEC 20008-2 — Information technology — Security techniques — Anonymous digital signatures —
Part 2: Mechanisms using a group public key (MHbopmaumoHHM TexHonormm — MeTtogu 3a
CUTYPHOCT — AHOHUMHU uudposu noanucu — Yact 2: MexaHM3MKM C M3NON3BaHE Ha Tpynos
nyb6anyeH K/1tou)

ISO/IEC 20009-1 - Information technology — Security techniques — Anonymous entity
authentication — Part 1: General (MHPoOpmauMoOHHM TexHonormm — MeToaM 3a CUTYPHOCT —
UpeHTudUKauma Ha AQHOHUMHMU obekTun - Yacr 1 o6wum NONOMKEHUS)

ISO/IEC 20009-2 - Information technology — Security techniques — Anonymous entity
authentication — Part 2: Mechanisms based on signatures using a group public key
(MHbopMaumoHHM TexHONOrMKM — MeToam 3a curypHocT — UaeHTUdMKaumMa Ha aHOHUMHU 06eKTH
— Yact 2: MexaHM3mMM, OCHOBaHM HA MOAMUCK C M3MON3BaHE Ha rpynoB Nyb6aMYEH Kwou)

ISO/IEC 20009-4 - Information technology — Security techniques — Anonymous entity
authentication — Part 4: Mechanisms based on weak secrets (MHboOpmMaUMOHHN TexHONOrMKN —
MeToau 3a curypHocT — UaeHTudMKauma Ha aHOHMMHU 06eKTH — YacT 4: MexaHM3MM, OCHOBAHM
Ha cnabu TalHn)

CTaHZapTM 33 KPUNTUPaHe

ISO/IEC 18033-1 — Information technology — Security techniques — Encryption algorithms — Part 1:
General (MHPoOpMmaLMOHHM TexHONOTMM — MeToam 3a CUTYPHOCT — AATOPUTMU 3@ KPUNTUPaHE —
Yacr 1: O6wm NONIOXKEHUA)

ISO/IEC 18033-2 — Information technology — Security techniques — Encryption algorithms —Part 2:
Asymmetric ciphers (MHpopmaunoHHa TexHonorva — MeToau 3a CUrypHOCT — ANrOopuTMM 3a
KpuntupaHe - Yacr 2: AcnmeTpuryHn wudpwn)

ISO/IEC 18033-4 — Information technology — Security techniques — Encryption algorithms — Part 3:
Block ciphers (MHboOpmauMoHHM TexHonorMm — MeToaM 3a CUTYpPHOCT — AAropuTmMm 3a
KpuntupaHe - Yact 3: bnokosu wudpwn)

ISO/IEC 18033-4 — Information technology — Security techniques — Encryption algorithms — Part 4:
Stream ciphers (MHPopmaLUMOHHM TexHonormm — MeTogM 3a CUTYPHOCT — AAroputmm 3a
KpuntupaHe - Yact 4. MNoToYHU wndpu)
ISO/IEC 18033-5 — Information technology — Security techniques — Encryption algorithms — Part 5:

Identity-based ciphers (MHpopmaunmoHHM TexHONOrMKM — MeToamn 3a CUTYpPHOCT — ANFrOPUTMM 33
KpuntupaHe - Yact 5: Wndpw, 6a3mpaHu Ha NMAEHTUYHOCT)

CraHgapTu 32 ogmTH
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ISO/IEC 27006 - Information technology — Security techniques — Requirements for bodies
providing audit and certification of information security management systems
(MHPOopMaUMOHHM TexHONOTMM — MeToam 3a curypHocT — U3MCKBaHUA 3a opraHUTe, U3BbpLUBALLMY
oauT U cepTudMKauMA Ha CUCTEMM 3a YyNpaB/iEHUWE HA CUTYPHOCTTa Ha MHPopmauuATta)

ISO/IEC 27007 — Information technology — Security techniques — Guidelines for information
security management systems auditing (MHpopmaLuMOHHM TexHONOTMM — MeToan 3a CUTYPHOCT —
YKa3saHu1A 3a 04MUT HA CUCTEMMU 3 yNpaB/ieHUe Ha CUTYPHOCTTa Ha UHPOpMaLMATA — AONDb/IHEHUE
KbM HaCoKuTe, CbAbpKaLWM ce B CTaHpapT ISO 19011)

BAC EN ISO 19011- VYKa3aHuMA 3a WU3BbpWIBaAHE Ha OAUT HA CUCTEMW 32 YynpaBaeHue

BAC EN ISO/IEC 17020 — OueHABaHe Ha CboTBeTCTBMETO — M3UCKBaHMA 3a AeMHOCTTa Ha
pasnAnyHun BMpoBe opraHm, M3BbPLUBALLMU KOHTpOAN

CTaH,CI,apTM 3a OUEHKA Ha CUTYPHOCTTA

ISO/IEC 15408-1 — Information technology — Security techniques — Evaluation criteria for IT
security — Part 1: Introduction and general model (MHbopmaumoHHM TexHonormn — MeTtoam 3a
CUTYpHOCT - Kputepum 3a OoueHKa Ha Ut CUTYPHOCTTA -
Yact 1 BbBegeHue " obuy mopaen)

ISO/IEC 15408-2 — Information technology — Security techniques — Evaluation criteria for IT
security — Part 2: Security functional components (MHdopmaLuMOHHK TexHONOrMKM — MeToan 3a
CUTYPHOCT - Kputepun 3a OLeHKa Ha nuT CUTYPHOCTTA -
Yact 2: PYHKLMOHANHMU KOMMOHEHTH 3a CUTYPHOCT)

ISO/IEC 15408-3 — Information technology — Security techniques — Evaluation criteria for IT
security — Part 3: Security assurance components (MHpopmaumoHHN TexHonorum — Metoam 3a
CUTYPHOCT - Kputepun 3a OLeHKa Ha nuT CUTYPHOCTTA -
Yact 3: KomnoHeHTH 3a ocurypsasaHe Ha CUTYPHOCT)

ISO/IEC 18045 — Information technology — Security techniques — Methodology for IT security
evaluation (MHpopmaymoHHM TexHONOTMM — MeTogm 3a curypHocT — MeToa0n0rma 3a oueHKa Ha
ut CUIYpPHOCTTA)

ISO/IEC TS 19608 — Guidance for developing security and privacy functional requirements based
on ISO/IEC 15408 (Yka3aHuAa 3a pa3paborBaHe Ha PYHKLMOHANHU M3UCKBAHMUA 3a CUTYPHOCT U
HenpPUKOCHOBEHOCT, OCHOBaHM Ha ISO/IEC 1540)

ISO/IEC TR 20004:2015 — Information technology — Security techniques — Refining software
vulnerability analysis under ISO/IEC 15408 and ISO/IEC 18045 (MHbOPMAUMOHHM TEXHOOTUMN —
MeToam 3a CUIypHOCT — YCbBbPLUEHCTBAHE HA aHanu3a Ha copTyepHUTe YA3BMMOCTU B
CbOTBETCTBUE C ISO/IEC 15408 7 ISO/IEC 18045)
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ISO/IEC 29134 — Information technology — Security techniques — Guidelines for privacy impact
assessment (MHbopmaunoHHM TexHonormm — MeToam 3a curypHocT — YKasaHuA 3a OLLeHKa Ha
Bb3AeincTBneTo BbpPXY HEeNnpPUKOCHOBEHOCTTA Ha NNYHUTE OAHHM)

ISO/IEC 29190 — Information technology — Security techniques — Privacy capability assessment
model (MHPopmauMOHHM TexHosnormnm — MeTtoam 3a curypHocT — Mogen 3a oOueHKa Ha
cnocobHocTTa 3a 3awuTa Ha NNYHUTE OAHHMK)

CTaHaapTH 3a CUIYPHOCT, KOMTO Ca B eTan Ha pa3paboTBaHe npes3 2019 .

ISO/IEC CD 20009-3 — Information technology — Security techniques — Anonymous entity
authentication — Part 3: Mechanisms based on blind signatures concepts (MHbopmaLMOHHM
TexHonormm — MeToam 3a curypHocT — UAaeHTMPMKAuMA HA AHOHMMHM obeKtn — Yact 3:
MexaHusmu, OCHOBaHM Ha KOHLenuuu 3a CKpUTH noanucm)

ISO/IEC 27551 — Information technology — Security techniques — Requirements for attribute-
based unlinkable entity authentication (MHdopMaLMOHHN TEXHONOTMMU — TEXHUKM 3@ CUTYPHOCT —
M3nuckBaHMA 3a yaocTtoBepsiBaHe Ha CcybeKTM Ha 6asara Ha HecBbp3Bawm aTpubytm)

ISO/IEC PDTR 27550 — Information technology — Security techniques — Privacy engineering
(MHPOPMAUMOHHN TEXHONOTMN — TEeXHUKU 3a CUFYPHOCT — WHMKEHEPUHr Ha /JIMYHU AaHHM)

ISO/IEC DIS 27552 — Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for
privacy information management — Requirements and guidelines (Metoan 3a curypHoct —
Pa3swupasaHe Ha ISO/IEC 27001 u ISO/IEC 27002 3a ynpaBieHue Ha AuuYHaTa uHpopmauma —
MN3unckBaHumA " HacoKM)

ISO/IEC 27030 — Information technology — Security techniques — Guidelines for security and
privacy in Internet of Things (loT) (MHPopmauMOHHM TexHoNormnm — MeToam 3a CUTYPHOCT —
YKa3aHUA 32 CUFYpHOCT U HENPUKOCHOBEHOCT Ha /IMYHUTE AaHHM B UHTepHeT Ha HewaTa (loT)

ISO/IEC 29184 — Information technology — Online privacy notices and consent (MHdopmaUMOHHM
TexHonormm  —  CbobuwieHMA M cbrlacMe 32 NOBEPUTENIHOCT B UHTEPHET)

3abenerkka. Homeparta Ha CTaH4aApPTUTE Ca YHUKANHW U e4HO3HAYHO CBbP3aHWM C TEXHUTE MMEHa.
MNpen HOomepa Ha cTaHgapTa ce uM3nuceBaT abpeBMaTypuTe Ha OpraHM3auuuTe, KOUTO ca ro
opobpunun. Cnepn Homepa Ha CTaHZapTa Cce M3NUCBA FOAMHATa, B KOATO Toi e npueT. O6woTo
nsnuceaHe e ot smuaa ISO/IEC 27001:2013 mam BAC ISO/IEC 27001:2018, Kato B ciyyaa crasa
BbNpOC 3a eanH 7 Cbly, CTaHAapT.
CTaHaapTUTe ce nNpernexaat oT CbOTBETHUTE OpraHM3auum U Npmu HeobXxoaMMOCT ce aKTyanmsumpar
Ha BCEKM MEeT rogMHU, KaTo HoBaTa BEPCUA OTMEHA AeNCTBMETO Ha NpeauilHaTa. 3a Aa ce NOCTUrHe
OTHOCUTENIHA YCTOMYMBOCT Ha Ta3u Hapeaba W He3aBMCUMOCT OT LMKbAA 3a NpepasrfiexaaHe Ha
CTaHAapTUTe, B HapeabaTta He ce NOCOYBAT rOAMHUTE Ha U34aBaHe Ha CTaHAAPTUTE.

MpunoxeHune Ne 2
KbMun.6,an.1n7

KNACUPUKALUN HA UHOOPMALIUATA
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C uen pa ce rapaHTMpa AOCTaTbyHa, afeKBaTHa M MPONOPLMOHANHA Ha 3annaxuTe 3allMTa Ha
WHPOpMauMATa, ce MNpaBu MpeueHKa Ha BaXHOCTTAa WM YYBCTBMUTE/IHOCTTA W, KAKTO M Ha
HOPMAaTMBHUTE U3NCKBAHWUA KbM Hesl. Bb3 OCHOBA Ha Tasu npeLeHKa MHPopmaumaTa ce pasgensa B
HAKONKO KaTeropuu. KoraTto e npunoXumo, Tasu KnacuduKauua ce NpeHacs U BbPXy BCUYKM
pecypcu, KOUTO y4yacTBaT B Cb3gaBaHeTo, 06paboTBaHETO, CbXPaHABAHETO, MPEHACAHETO,
Pa3nNpPOCTPaHEHNETO M YHULLOXKABAaHETO Ha MHOOPMALMATA, U KbM TAX Ce npuaaraT noaxonawm
MepKM 3a 3almTa, CbOTBETCTBALLUM Ha 3annaxure.
1. TLP (traffic light protocol) — usnonssa ce npu o6meH Ha uHpopmauua

[TLP-RED] — Camo 3a onpeaeneHu Nnony4vaTenn: B KOHTEKCTA Ha efHa CpeLla Hanpumep
nHdopmaumATa ce orpaHn4YaBa 40 NPUCHCTBALLMTE Ha cpewaTta. B noseyeTo cnyyam Tasu
nHdopmauma ce npeaasa YCTHO UAKN JINYHO.

[TLP-AMBER] — OrpaHuuyeHO pa3npocTpaHeHue: NoayyYaTenaT MoXKe 4a cnogens Tasu
MHbOPMALMA C APYTN XOpa OT OPraHn3aLmMATa, HO CaMO aKo e CMaseH NPUHUMNBT
"HeobxoaMMOCT aa ce 3Hae". YecTa NPaKTUKa € U3TOYHUKBT Ha MHPOopMaLMATa A3 YTOUHM
BeAHara cnej MapKMpoBKaTa Ha KOro MoXe Aa ce cnogena MHpopmaumnata uam ga npeasmam
OrpaHMYeHMA Ha ToBa cnoaenaHe. AKO NoNy4yaTenaT Ha MHGopMaLMATa UCKa Aa A
pPa3nNpoCTPaHABa, 3a4b/KMTENHO TPAOBA Aa Ce KOHCYATUPA C U3TOYHMKA.

[TLP-GREEN] — LLInpoka o06wHOCT: MHPOpMaALMATA B Ta3M KaTeropma moxe aa bbvae
pa3npocTpaHABaHA WNPOKO B PaMKUTE Ha AafeHa 06LWHOCT. Bbnpeku ToBa MHpopmauuaTa He
MO3Ke A3 6bvae nybaMKyBaHa UM NOCTBaHA B MHTEPHET, KAKTO U M3HACAHA U3BBbH OBLLHOCTTA.

[TLP-WHITE] — HeorpaHuuyeHo: npeameT Ha CTaHAaPTHUTE NpasBuia 3a aBTOPCKO NpaBo; Tasu
MHbOpPMaLMA MOXKe Aa ce pa3npocTpaHaBa cBobogHO, 6e3 orpaHMYeHuUs.

2. NpenopbuntenHa KnacupuKauua Ha MHGOPMaALMATA U U3SUCKBAHMUA KbM MHPOPMALMOHHUTE
M  KOMYHUKAUUOHHUTE CUCTEMM 3a OCUrypABaHe Ha p[octbn A0  MHPopmaumaTa:
2.1. "HuBo 0" o6xBalla OTKpUTa M 06WOAOCTbNHA MHbOPMauMa (Hanpumep Nyb6AMKyBaHa Ha
WHTEPHET CTPaHMLMTE); NpeAnosiara aHOHMMHO NoA3BaHe Ha MHPOpPMaUMATa U IMMCA HA CpeacTBa
3a 3almTa Ha KOHPUAEHLMANHOCTTA "; oTrosapA Ha TLP-WHITE;
2.1.1. onoBecTABaHeTO Ha WHopmauma ¢ Knacudpukauma "HuBo 0" He e orpaHMYEHo;
2.1.2. n3TOYHMUMTE MmoraT Aa u3nonseat knacuoukauma "Huso 0", Korato nHdopmaumaTa Hocu
MWHMMANEH UAN HUKaKbB NpeaBuaAMM PUCK OT 310ynoTpeba, B CbOTBETCTBME C MPUAOKUMUTE

npasuna " npoueaypwu 3a ny6n4Ho OMOBECTABAHE;
2.1.3. npu cna3BaHe Ha CTaHZAPTHUTE NPaBMaa 3a aBTOPCKM Npasa MHPopmauma ¢ kKnacudumkauma
"Hueo 0" MOXe na ce pa3npocTpaHsBa 6e3 orpaHuYeHus.
2.2 "Huso 1"
2.2.1. cnogensaHeTo Ha MHPopmaums ¢ Knacupukauma "Hueo 1" e orpaHMyeHo camo A0 AajeHa
obuHocT; oTroBaps Ha TLP-GREEN;

2.2.2. U3TOYHMUMUTE MoOraT Aa M3non3BaT Knacudpukaums "Huso 1", Korato mHPopmauusTa e
nosnesHa 3a MHGOPMMPAHOCTTA Ha BCUMYKM y4acTBAWM OPraHM3auUMKM, KaKTO M 33 NapTHbOPU OT
LIMpOKaTa obuwHocT nnu CEKTOp;
2.2.3. nonyyatenute morat ga cnogenat uHeopmauma ¢ knacupukaums "Huso 1" ¢ napTHbOPCKK
OpraHM3aummn B PaMKUTE Ha CBOA CEKTOP WM/IM OBLLIHOCT, HO He M 4Yype3 O6LEeCTBEHO AOCTLMHU
KaHanu; UHboOpMaLMATa B Ta3M KaTeropms MOMKE Aa Ce Pa3nNpoCTpaHABa LIMPOKO B AafeHa
obLWHocCT, HO He Z N3BbH Hes;
2.2.4, N3UCKBaHUA KbM  MHPOPMALUOHHUTE U KOMYHMKALUMOHHUTE  CUCTEMM:
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2.2.4.1. pocTbNBT A0 TOYHO onpeaeneHn obekTn ga 6bae paspellaBaH HAa TOYHO onpefeneHu
nonssartenu;

2.2.4.2. nonseaTtennte Aa ce uaeHtTnbuumpaT, npeam Aa U3nNbaHABAT KaKBUTO U Aa ca AeNncTBuS,
KOHTPO/IMPAHU OT CUCTEeMATa 3a AOCTbM; 3a YCTAHOBABAHE HA MAEHTMYHOCTTa TpAbea ga ce
M3NoN3Ba 3alMUTEH MeXaHM3bm OT Tuna wuaeHTudMKkatop/napona; HAMa M3UCKBAHMA 3a
[,0Ka3aTencrso 3a WAEHTUYHOCTTA npu perncTpaums;
2.2.4.3. npgeHTndmumpaw,ata MHpopmaumnsa Tpabsa fa Obae 3awuMTeHa OT HepernameHTUpaH
[oCTbN;

2.2.4.4. poBeputenHata U3YUCAUTENIHA CUCTEMA, T. €. QYHKUMOHANHOCTTA HAa MHPOPMaLMOHHATa
cMcTeMa, KoSTo ynpas/saBa AOCTbMa A0 pecypcuTe, TpsbBa Aa nogabprKa ob6nact 3a cobCcTBEHOTO
M3NbJHEHWE, 3aLUNTEHA OT BbHLIHW Bb3AEWCTBUA M OT ONUTU ga ce cnegu xoAaa Ha paborata;
2.2.4.5. uHpopmauMoHHATa cucTema TpsAbBa Aa pasnosiara C TEXHUYECKUM W/MAW MNPOrpamHu
cpeacTBa, NO3BOJIABALLM MEPUOAMYHO Aa Ce MPOBEpABA KOPEKTHOCTTA HA KOMMOHEHTUTE Ha
AoBepuTenHaTa N34ncnmTENHA cUcTema;
2.2.4.6. 3aWMTHUTE MexaHu3Mu TpabBa Aa ca NpemMuHanuM TecT, KOMTO Aa MoTBbpAM, ue
HeoTopM3MpaH Non3BaTeN HAMA O4YeBMAHA Bb3MOMKHOCT Aa NOAy4Yu AOCTbMN A0 AOBepuTeNHaTa
N34nMcAnTENHA cuctema.
2.3. "Huso 2"
2.3.1. pa3snpocTpaHeHMeTo Ha MHbopmauma ¢ Knacudukaums "HuBo 2" e paspeweHo camo B
paMKWUTE HA OpraHuWsauMmTe Ha y4vacTHUUMTe, obpaboTBalin, CbXpaHABAWM MAM OOMeHALLM
nHbopmaumata; otrosapa Ha TLP-AMBER c OonbAHUTENHO YTOYHEHME 3@ OFPaHUYEHME Ha
A0CTbMa;

2.3.2. U3TOYHNLUMTE MOraT Aa n3non3saT Knacudukauma "Huso 2", korato nHbopmaumaTa U3MCKBa
3aWwmTa, 3a ga 6bae epeKTMBHO OBMEHeHa, U HOCU PUCK 33 HEMPUKOCHOBEHOCTTA Ha JINYHUA
KMBOT, penyTaumata WAM onepaummute, akKo ce Ccrnogens WU3BbH CbOTBETHUTE OpraHM3auuu;
2.3.3. nonyyatenute moraT ga cnogenat nHpopmauma c knacudmkaums "Hueo 2" ¢ uneHose Ha
cobcTBEHATA CM OpraHM3auma U C NOTPEOUTENN UM KNUEHTU, KOUTO TpAabBa Aa ca 3ano3HaTu C
HeA, 3a Aa ce 3aWMTAT UK 43 NPeAOoTBPaATAT LONBAHUTENHU WETU; U3TOYHULMTE MMAT NPaBOTO Aa
onpeAenAt AONbAHUTENHWU NAAHUPAHU TPaHMUM Ha cnoaenaHeTo, KouTo Tpsabsa aa ce cnasear;
2.3.4. U3UCKBAHUA KbM MHPOPMALMOHHUTE U KOMYHUKALMOHHUTE CUCTEMU — B AOMb/IHEHME KM
M3NCKBaAHMATA KbM npeauLwHoTo HWBO:
2.3.4.1. KaTO MexaHM3bM 3a NMPOBEepKa Ha MAEHTMYHOCTTa A3 Ce W3MNo/a3Ba YAOCTOBEpeHWe 3a
€/1eKTPOHEH NoANUC, HE3aBUCUMMO A3a/IN € U34ALAEHO 33 BbTPELHOBEAOMCTBEHN HYXAN B PAMKUTE
Ha BbTpelwHa MHOPACTPYKTYpa Ha NyOANYHMA KAKOY, AN € U34ALEHO OT BbHLEH AOCTAaBYMK Ha
y40CTOBEPUTENHMU ycnyru;
2.3.4.2. npu uU3gaBaHe Ha yA0CTOBEPEHMETO M34aBALLMAT OpraH NPoOBepsABa CblLLECTBEHUTE AAHHU
3@ /MYHOCTTAa Ha nonseatens, 6e3 pga e HeobxogMmMo /IMMHOTO My  MPUCHCTBUE;
2.3.4.3. poBepuTenHata M34YUCAUTENHA cucTemMa TpAbBa p[a ocurypu  peanus3auma  Ha

NPUHYANTENHO ynpasneHue Ha AocTbna no BCUYKM obeKTy;
2.3.4.4. poBepuTenHata M3YUC/AUTENHA cUcTeMa TpAabBa Aa OCUTypU B3aMMHa M30MauMsa Ha
npouecute ypes pasgensaHe Ha agpecHuTe UM NPOCTPaHCTBa.
24. "Huso 3"

2.4.1. undopmauma ¢ Knacuopukauma "Huso 3" He e 3a onoBecTsiBaHe U Pa3nNPOCTPAHEHUETO N €
OrpaHWYeHO camo A0 y4yacTHUUUTe, 0bpaboTBalLm, CbXpaHaABaLWM UaM obmeHsawm nHdopmaumnaTa;
oTrosaps Ha TLP-RED;
2.4.2. N3TOYHMUMTE MmoOraT Aa M3nonssaT KaacuduKkaums "Hueo 3", korato nMHbopmauuata He
MorKe aa b6bae edpeKTMBHO obmeHsHa c Apyrm cTpaHu u 6u morna ga AoBene A0 Bb3AENCTBUA
BbPXY HENPMUKOCHOBEHOCTTA Ha /IMYHUA KMUBOT, PENyTaLUNaTa UM ONepauMnTe Ha AafieHa CTpaHa,
ako C HesA 6bae 3/10ynoTpebeHo;
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2.4.3. nonyyatennte He morat Aa cnoaenat uHoopmauma, mapkmpaHa ¢ "Huso 3", ¢ KosTo M aa e
CTpaHa M3BbH KOHKPETHUA 0bmeH, 06paboTKa MAM CbXxpaHeHWe; AOCTbNbT A0 MHPOopMaumaTa ¢
Knacuoumkauyma "Huso 3" e orpaHmMyeH camo 4o AnuaTa, yyacTealum B obpaboTKkaTa h; B NOBEYETO
cnydyam  uHpopmaumsa ¢ Knacuodumkauma "Hueo 3" TpAbBa pa ce npegaBa INYHO;
2.4.4. v3uckBaHma kbm UKT cuctemute — B AOMb/HEHUE KbM M3UCKBAHUATA KbM MNpPeauLllHOTO
HMBO:
2.4.4.1. KaTo MexaHM3bM 3a UAEHTUPUKALUMA A3 ce M3M0/3Ba €AMHCTBEHO YAOCTOBEPEHMe 33
yHuBepcasieH eNeKTPOoHeH noanuc;
2.4.4.2. npn M3gaBaHe Ha YAOCTOBEPEHMETO Aa € rapaHTupaHa ¢u3aMyeckaTa UMAEHTUYHOCT Ha
nnueTo;
2.4.4.3. poBepuTenHaTa U34MCIUTENIHA cucTema TpabBa aa 6bae ¢ NpoBepeHa YyCTOMYMBOCT KbM
onuTn 3a NPOHMKBaHe;
2.4.4.4, KOMyHUKaUMATa Mexay noTpebutena n cuctemarta ga ce OCbLECcTBABA MO KPUMNTUPAHMU
KaHanu, u3nonssawm npotokon Transport Layer Security (TLS) noHe 1.2, KaTo MMHMManHata
ObMKUHA Ha Kpuntupawmsa KNtoY TpabBea aa e noHe 256 6uTa;
2.4.4.5. posepuTtenHaTta U34YNCAUTENIHA CMCTEMA A3 MMA MEXAHM3bM 33 PerncTpaLma Ha onuTu 3a
HapyLlaBaHe NOJINTUKATA 33 CUTYPHOCT.
MpunoxeHune Ne 3
Kbm yn. 7, an. 3

AHANMN3 N OLLEHKA HA PUCKA 3A CUTYPHOCTTA HA UH®OPMALUWNOHHUTE U

KOMYHUKALMUOHHUTE CUCTEMU

1. BbBEAEHUE
lepaBneHmeTo Ha PUCKa 3a CUTYPHOCTTA Ha MHd)OpMaLI,VIOHHMTe N KOMYHUKAUNOHHUTE CUCTEMMU €
4aCT OT nNOZINTUKATa 3a YNpPaBAEHUETO HA MpeXKoBaTa WU MH(bOpMaLI'MOHHaTa CUTYPHOCT.
Mo cBoATa CbLLHOCT ynpasaeHNeTo Ha pPUCKa npeacrasndaBa CbBKYNMHOCT OT Mpouecn 3a
MAeHTM(bMLI'MpaHe Ha NOTEHUMANHUTE 3an/laXn KbM HOCUTENUTE Ha MHd)OpN\aLI,Mﬂ n akKTuBuTe,
y4yactBalwlM B NpeaoCtaBAHETO Ha ENNEKTPOHHU YCAYrKU, aHann3 U oUueHKa Ha PUCKOBETE, NOPOLOEHN

oT Tesun 3annaxm.
1. ONPEAOENEHUA
KoHdupeHumManHocT — CBOMCTBO Ha MHPOpmaumATa Aa He e NpefoCTaBeHa MAM pasKpuTa Ha
HEeoTOpU3NpPaHU anua (T. 2.12 ISO/IEC 27000).

MHTerputeT — KayecTBO Ha WMHdoOpmauMsaTa 3a TOYHOCT M nbaHoTa (T. 2.40 ISO/IEC 27000).
HannyHocT Ha uHboOpmaLma — KayecTBO Aa 6bae AOCTbMHA M M3NoA3BaemMa Mpu NMOWUCKBAHE OT

OTOPU3NPAHO nnue (T. 2.9 ISO/IEC 27000).
1l. UENU
1. Len Ha npoueca 3a ynpasieHue Ha puUcKa

[da MUHMMU3KMpAT 3arybuTe OT NOTEHLMANHWU HEeXenaHu CbOWUTUA, HACTbNUAM B pesynTaTt oT
peanusMpaHe Ha 3aniaxuv KbM CUTYPHOCTTa Ha MpPEXUTe U MHPOPMALMOHHUTE CUCTEMM, KOUTO
6uxa 3acerHanuM KOHPUAEHUMANHOCTTA, WHTErpuTeTa W AOCTbMHOCTTA Ha WHbOpMauMATa,
Cb3gaBaHa, obpaboTBaHa, npeaaBaHa n YHULLOXKaBaHa ypes TAX.
2. Lien Ha meToAuKaTa 3a aHanus 7 OLEeHKa Ha puUcKa
MeToamnkaTta Mma 3a uen aa gage obuy, noaxos Npu aHaan3a M oUeHKaTa Ha PUCKa 3a CUTYPHOCTTa
Ha MHOOPMALUMOHHUTE W KOMYHUKALMOHHUTE CUCTEMM, MNPEAOCTaBAHM OT pPas3AnYHUTE
aAMUHUCTPALMN, C LeN NoJlyYyaBaHe Ha CbM3MEPMMM, OTHOCUMTENHO OBEKTMBHM M NOBTAPALLM Cce
pes3ynTatu ypes:
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2.1. pernameHTnpaHe Ha AGVIHOCTMTG N TAXHATa NoCnenoBaTeNnHOCT NpPpU aHa/M3a U OUEHKATa Ha

pucKa 3a €/1eKTPOHHUTE YCNyru;
2.2. onpegenaHe Ha Kputepuure;
2.3. onpegensaHe Ha npuoputeTuTe Ha pucka.

NPENMNOPBYUTENHA METOAUKA

. ETANU HA AHANN3 n OUEHKA HA PUCKA

AHanM3bT M OUEHKaTa Ha PUCKa Ca 4acT OT npoueca 3a ynpaBneHMeTo My u ce obocHOBaBaT Ha
no3HaBaHe Ha BCUYKM KOMMOHEHTH, nMaLm OTHOLEeHMe KbMm uenure.
3a uennTe Ha ynpaB/iEHMETO Ha CUFYPHOCTTA Ha MpeXuTe U MHGOPMALMOHHUTE cucTemun Tpabea:
a) Aa ce NO3HaBaT BCMYKN OBEKTU U CyOEKTU, KOMTO y4acTBaT NPSAKO UM KOCBEHO B AEMHOCTUTE,
nonagawym B obxBaTa Ha Tasn Hapepba (MHPOPMAUMOHHM M KOMYHMKALMOHHU CUCTEMM C
npuaexawms um xapayep, codtyep W AOKYMeEHTauuA, MOAAbPNKALMUTE U CUCTEMM
(enekTposaxpaHBalM, KNMMaTM3UPALLM U A4p.), ONepaTUBHU NPOLECU/AeNHOCTU, CAYXUTENU U
BbHLUHM opraHusaumm), Hapu4yaHu 3a KpaTKoCT "MHOPMaALNOHHM aKTuBK";
6) fa ce ngeHTUOUUMPAT M AaHANN3UPAT BCUYKM NOTEHLMANHN HEXENAHU CbOUTUA C TAX, HAPUYAHU
3a KpaTtkocT "3annaxu", Kouto 6Mxa gosenu Ao 3aryba Ha KOHOMAEHUMANHOCT, MHTErpUTET U
AOCTbMHOCT Ha e/IeKTPOHHUTE ycnyrm n/mnm MHPopMaumaTa B TAX;
B) 4a Ce OUEHW BEpPOATHOCTTA OT HACTbMBAHE Ha Te3n CbOUTMA, KAaTo ce B3emaT npensus,
cnaboctute (yA3BMMOCTM) Ha MHPOPMALMOHHUTE aKTUBM U MEPKUTE, KOUTO Ca NpeanpueTun 3a
cnpaBsaHe c TAX;
r) Aa ce oueHM Bb3aehcTBMETO (3arybu Ha pecypcu (Bpeme, xopa M napu), HecnasBaHe Ha
HOPMATMBHU W pPErynaTopHU W3WUCKBAHWA, HaKbpPHABAHE HA WMWK, HEWU3MbIHEHME Ha
CTPATErMYECKU M ONEPATUBHU LLEAU U AP.) OT EBEHTYA/IHO HACTbMNBAHE HA TE3W HEXENaHU CbbUuTUA
BbMNPEKM npeanpueTuTe MepK#;
a) aa ce oueHn PUCKBT 3a CUTYPHOCTTa;
e) pa ce HabenexaT MepKM 3a CMEKYaBaHe Ha pPUCKOBETE C BWCOK MNpuOpUTET.
Mpw aHaNM3 1 OLLEHKa HA PUCKa Ce U3MO0A3BA PErucTbp Ha pUcKoBeTe (pUcK-pernctsp). MpumepeH

pPerucTbp Ha puckoseTe e AafeH B Kpasn Ha TOBa NPUIOXKEHUE.
1. NpeHTnouumnpaHe Ha MHPOPMALMOHHUTE AKTUBMU
B pucK-perucTbpa ce HaHacAT BCUYKU MHOOPMALIMOHHM aKTUBK, MMALLM OTHOLLEHME KbM 0b6XBaTa
Ha Tasm Hapenba:
a) MHPOPMALNOHHU cUCTEMU;
6) xapayepHM YCTPOWCTBA, C KOUTO Ca peanusnpaHn MHPOPMALUOHHUTE CUCTEMU;
B) codTyepm, C KOUTO ca peannsnpaHu NHPOPMALMOHHUTE cucTemu;
r) 6a3u OaHHMY, BKHOYUTENTHO JIMYHU AaHHU no CMUCBHAA Ha GDPR;

A) 3anmMcn 33 cbbutuATa  (noroBe,  KypHasiM) Ha  MHOPOPMALIMOHHUTE  CUCTEMMU;
e) [AOKyMeHTauua Ha MHOOPMALMOHHUTE cUCTEMM (eKcnnoaTauMoHHA W noTpebutencka);

X) KOMYHWKALLMOHHM cUcTeMM;
3) XapayepHM YCTPOWCTBA, C KOMUTO Ca peanusmpaHM KOMYHWUKAUMOHHWUTE CUCTEMU;
n) dbpmyepbT Ha Tesn YCTPOICTBa;
K) codpTyepu Ha KOMYHWUKALMOHHUTE cuctemu;
n) 3anucu 3a cbbutnaTa (norose, XypHanu);
M) OOKYMeHTaLums (ekcnnoaTtaumoHHa 7 notpebuTencka);
H) noaAabpKaLm cMcTeMm (enekTposaxpaHBalLy, KAMMaTUYHMK);
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0) cuCTEMM 33  KOHTPON Ha  GU3MYECKMs  AOCTbM UM Ha  OKOMHATa  cpena;
n) npouecwu/AenlHOCTM, CBbP3aHM C YNpPaBAEHMETO, eKcn/ioaTaumsaTa M noAApb)KKaTa Ha

VIHd)OpmaLl,VIOHHVITe n KOMYHUKaUNOHHUTE cuctemuy,
p) OOKyMeHTauusa Ha Tesn npouecu u AenHocTy;
C) CNYKWUTENU, MMaLLM OTFOBOPHOCTU KbM YMNpPaBAEHUETO, eKchnjoatauuaTa U NoaapbiKKaTa Ha
VIHd)OpmaLl,VIOHHVITe n KOMYHUKaUNOHHUTE cuctemuy,
T) BbHWHWM OpraHMsauunn, wMMalWlKM OTHOWEHNE KbM YyMnpaB/ieHNETOo, eKCnaoatauuAta u
noaapbXKaTa Ha MHd)OpmaLI,VIOHHMTe n KOMYHUKaUNOHHUTE cnucTtemu,
y) Apyro.
2. NpeHTuduumpaHe Ha 3ansaxure

3a BCEKM OT MHPOPMALMOHHUTE aKTUBM B PUCK-PErUCTbpa Ce HaHACAT 3aniaxute/HexenaHuTe
cbbuTHA, KOUTO OMxa [0BeAM [0 HApywaBaHe Ha KOHOMAEHUMANHOCTTA, WHTerputeta u
OOCTBMHOCTTA Ha MHbopmaumATa.
TpaAbBa pa ce pasrnesat BCUMYKM MNOTEHUMANHM 3anjiaxu, NPOM3TUYAWM BbTPE WAM U3BBH
aAMUWHUCTPAUMATA, HACTBNUAN CAYHANHO UM NPeaHAMEPEHO, KaTo ce MMA Npeasua, yA3BMMOCTTa

Ha MHOOPMALMOHHMUA aKTMB KbM CbOTBETHATa 3annaxa.
MpumepHU 3annaxm ca NOCOYEHMU B Kpasn Ha TOBa NPUNOXKEHMUE.
B puCK-perncTbpa 3a BCAKA 3aniaxa Ce BMUCBA KaKBM MEPKWU ca NpegnpueTy cpeuy Hes.
3. OueHKa Ha Bb3geiicTBueTO

B pucKk-perMcTbpa 3a BCAKA 3an/axa ce BMMCBA OLEHKATa 33 HEMHOTO Bb3AENCTBME — LeTUTe
(MaTepuanHu M HemaTepuasnHu), KOMTO AAZAEHA 3aMnjaxa MOXKe A3 NPUYUHM, aKO Ce peannsmnpa.
3a oueHKa Ha Bb34enCTBMETO ce M3N0A3Ba NeTcTeneHHa ckana ot 1 ao 5, Kato npu 1 wetute ca
He3HauYuTenHu, a npu 5 ca Han-ronemm.
4, OueHkKa Ha BEPOATHOCTTA
Onpepena ce BepoOATHOCTTa 3a Bb3HMKBaHe Ha AafeHa 3anjaxa, KaTto ce B3emaT npeasus
npeanpueTute sedye Mepku. KONKOTO nosedve ca npeanpueTute 3alMTHU MepKW, TOJKOBaA NO-
HWUCKa € BepoATHOCTTa OT Bb3HMKBaHe Ha 3ansaxaTta. [lpu oueHKa Ha BepoATHOCTTa ce B3emar

npeasua cnepHuTe dakTopu:
a) 3a peanusmMpaHe Ha NpeaHaMepeHu 3annaxu: HMBO Ha HeobxoAuMMWUTe YMeHMUA, NecHOTa Ha
A0CTbNa, CTUMYA 7 Heobxoanm pecypc;

6) 3a peanusumpaHe Ha CAy4yalHW 3ansaxu: roAMHa Ha NMPOM3BOACTBO Ha Xapayepa u codpTyepa,
HMBO Ha NOAAPbBIKKATA UM, KBaNMbMKaUMA Ha NOAADBPNKALLMA NepcoHan, pecopHo obesneyaBaHe
Ha eKcnaoaTaumoHHuTe npouecw, KOHTpOAN BbPXY TAX " ap.
B pwuck-pernctbpa 3a BCAKA 3ansaxa Ce HaHacA OueHKaTa 3a HeWHOTO Bb3AeincTBue.
3a OLeHKa Ha Bb3AENCTBMETO Ce M3M0/I13Ba NeTCTeneHHa ckana oT 1 Ao 5 1 KaTo ce uma npeasua
onpeaeneH nepuog, Hanpumep eHa roguHa:

1 - BEPOATHOCTTA oT peannsnpaHeTo Ha 3annaxara e noa, 10 %;
2 — BEpoATHOCTTA OT peanmsMpaHe Ha 3annaxata e or 10 % pmo 30 %;
3 — BEepoATHOCTTA OT peanmsMpaHe Ha 3annaxata e or 30 % pmo 50 %;
4 — BEpoOATHOCTTAa OT peanm3MpaHe Ha 3annaxata e or 50 % pmo 70 %;
5 - BEPOATHOCTTA oT peanusumpaHe Ha 3annaxata e Hapg, 70 %.
5. OueHka Ha pPUCKa
3a nosyyaBaHe Ha  OUEHKATa Ha pPWUCKA Cce  M3MoA3Ba  chefgHata  dopmyna:
(OueHka Ha Bb3genctBue x OueHKa Ha BepoATHOCT) = OueHKa Ha pUCKa
6. Mpuoputnsauma Ha pucKkosete

C uen npunaraHe Ha NPONOPUUOHANIHN HaA 3aM1aXUTeE MEXaHU3IMKU 3a 3allnTa CE nMNpaBu
npnopuntTnsaunAa Ha pPUCKOBETE Ha 6a3a Ha TAxHaTa OueHKa 1 cnegHuTe nparose:

MpuopuTteT Ha pucKa OueHKa Ha pUCKa
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3 orlpo8
7. CmeKuyaBaHe Ha puckoBeTe
Mprema ce, 4e 3a PUCKOBE C NPUOPUTET 3 HE CE U3MUCKBA NPEANPUEMAHE HA AONBAHUTENHU MEPKN
3a CMEeK4YaBaHe Ha 3annaxure, KOUTO Y nopaxaarT.

3a PUCKoBeTe C npnoputeTt 2 ce npaBun aHa/IM3 Ha Bb3MOXHUTE MEPKU, KOUTO 6uxa morau Aa ce
npegnpuemat 3a CMEKYaBaHETO UM, U CE NpeueHABa Aa N Pa3Xo4bT Ha PeCYpPCH 3a NpuaaraHeTo
MM € NponopunMoHaneH Ha WETUTE OT pean3npaHe Ha 3ansiaxata. B cnyqaﬁ ye weTunTe Ca nosede
OT pas3xoaute, Cce onpegenAat OTroBOpHO ianue U CPOK 3a npunaraHe Ha Te3n MEPKNU.
3a BCMYKM puckoee C npunoputet 1 ce onpenenAat otTroBOpHU Nnla, NaAaHMPAT C€ MEPKU, KOUTO
6uxa Hamanuam PUCKa OT peasin3anpaHe Ha KOHKpPETHaTa 3an/jiaxa, U ce onpeaenAat CPpoOKoBe 34
npunaraHeTo M.

Il. NOCNEQBALLM AENCTBUA

OTroBOpHMUTE INLA 33 CbOTBETHUTE PUCKOBE OPraHM3MpPaT NPUIAraHeTo Ha NJIaHNUPaHUTE MEPKM 33

3aWmTa U HabngasaT MHUMAEHTUTE U LWETUTE, CBbP3aHU C TAX. [pn HeEobXxoAMMOCT MHUUMUPAT

HOB aHanus n OLEeHKa Ha pucka 3a Tasu 3annaxa.

PbKOBOACTBOTO Ha aAMMHUCTPALMATA OpPraHM3Mpa NepuoamMyHoO, HO He MO-Masiko OT BEAHBXK B

roAMHaTa, aHaM3 M OLLEHKA Ha PUCKA, KaKTO U MPU BCAKO M3MeHeHMe B MHPOPMaLMOHHaTa u/unm

KOMYHWKaALMOHHaTa MHPPACTPYKTYpa NPOMAHA HAa aAMUHUCTPATUBHATA CTPYKTYpa U GyHKLUMMUTE.
MPENOPBYUTENEH PETMCTHP HA PUCKOBETE

MnaH
npaH
7 OTros
MepK OPHUK Cpok
3ann | Mpwun | OueHka Ou | Mpuo 3a
OueHK M 3a 3a
n axu/ | oxeH Ha eH | pute Heobx npuna
. | aHa CMeK npuna
o| MHpopma | Hex n Bb34eM Ka | THa oANM raHe
BEpOAT YyaBa raHe
LUMOHEH ena | mepk | creuer Ha | pucK n Ha
aKTuB HK M 3a o) rocrra pu | a(or He na pecyp Ha nnaHu
P (oT1 PUCK nnaHu
e cbb | 3awm (oT1 ck | 100 cm paHUT
no 5) a paHuT
il nTna Ta no 5) a 3) e
(3a e
MEpPKM
npuo MepPKMU
putet
3n2)
BEPOATHMU 3ANNAXHU

*BnolwaBaHe Ha CpeACcTBaTa 3a CbXpPaHABaHe
e[peLlKa NpPU TEXHUYECKOTO 0bCNyKBaHe

3107139



e[pelwKn Nnpun npesaBaHeTo
*ENleKTpOMarH1THa paauaums
e3/10BpeAeH NporpameH Ko,
*3n0ynoTtpeba c pecypcu
e/13n0n13BaHe HA Hepa3peLeHN NPOrpamm U JaHHU
eKparkba
eMacKuMpaHe Ha noTpebutencka ngeHTMdmKaLma (HeneranHo NPOHUKBAHE)
eHeoTopM3MpaH AOCTbN 40 KOMMIOTPU, AaHHW, YCAYTU U NPUIOKEHUA
eHeoTOpU3MpaH AOCTbN A0 CPeACTBATA 3a CbXPaHABaHe
eHenpaBuaHa (NorpelHa) maplipyTnsaumsa/npeHacoysaHe Ha CbobLeHNs
eOTpuyaHe (goKasyemocT)
e[loBpena Ha KOMyHMKaALMOHHOTO obopyaBaHe 1 ycayrute
e[loacnywsaHe
e[loxap, HaBogHeHUe
e[loTpebuTencka rpeLlKa
* AAMMHUCTPATOPCKA rpeLlka
e[lpekbcBaHe/NoBpeaa Ha 3aXpPaHBaAHETO (€N1EeKTPUYECTBO M KAMMaTM3aums)
e[IpeToBapBaHe Ha TpaduKa
e[lpupogHu beactems
eKnbepaTaka
eCodTyepHu npobremu
eTexHUYecKa nospena (Mperka, cMucTeMeH xapayep)
MpunoxeHune Ne 4
KbmMm yn. 22, an. 6
M3NCKBAHUA 3A KOHOUTYPUPAHE

1. Oa ce 3abpaHu macros B office nakeTure.
2. Oa ce 3abpaHu pop-up B 6paysepure.
3. Auto play ¢yHKUMATA Aa ce KOHPUIypMpa BUHArK [a MCKa MOTBbP)KAEHME Ha noTpebutens.
4. User Account Control ga ce KoHurypmpa A0 Hal-BMCOKO HMBO, TaKa Ye BMHArM ga usgasa

npeaynpexaeHus.
5. Mpu cnogensHeTo Ha ¢ainoBe M NPUHTEPU [a He ce M3MOA3Ba HacTpolika Everyone, a aa ce
YKa3Ba Kou aKayHTH TOYHO Aa nmat npaso Ha A0CTbN file} TAX.
6. Na ce 3abpaHu TRACE/TRACK MEeTOAbT.
7. Oa ce 3abpaHu anonymous authentication.

8. da ce n3nonssa Unicast Reverse-Path Forwarding (URPF) 3a npeana3saHe OT M3N0OA3BaHETO Ha
danwmen IP agpecn u rate-limiting 3a orpaHuMyaBaHe Ha 6pos Ha 3asaBkuTe no [P agpec.
9. la ce 3abpaHu TLS renegotiation B cuctemun, usnonseawm TLS, nam ga ce KoHourypupa rate-

limiter 3a orpaHuMyaBaHe Ha 6pos Ha npeaorosapsaHe Ha cecums.
10. CovobuieHuATa 3a rpelwku B cucTemMuTe Ja He JdasBaT  M3AuWHA  uHpopmaums.
11. [a He ce M3nNon3Ba AutoComplete.
12. [a ce u3nonssat npuaosxkenua (add-ons) kbm 6pay3bpute 3a 6J10KMPaHE Ha PEKNaMHO
CbAbpXKaHMe.

MpunoxeHune Ne 5

Kbm yn. 24, T1.13
U3UCKBAHUA KbM HEADERS HA OTTOBOPUTE HA 3AAABKM 3A YEB CAUTOBETE
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1. Headers Ha oTroBopuTe Ha 3aABKUTE Aa He CbAbpXKaT MHPopmauma 3a naatdopmute M
BepcmnuTe Ha N3MNoN3BaHUA cooTyep.
2. Headers Ha  oTrosopwute Ha  3aABKMTE Aa CbAbpKaT  caegHMTe  ONuuu:
a) HTTP Strict Transport Security (HSTS) — noauTuka cbrnacHo RFC 6797 Ha IETF ot 2012 r., KoAaTo
npuHyXaaBa yeb bpaysbpa Ha KAMEHTa Aa ce CBbprKe ANpeKTHo Ype3 HTTPS npu npepasrnexkgaHe
Ha yeb caliTa; npenopbyMTe/IHA CTOMHOCT Ha NepMoAa Ha BaANAHOCT Ha Kewa Ha HSTS (max-age) e
noHe wect meceLa;
6) X-Content-Type-Options — MHCTPYKTUPa noTpebutenckma bpaysbp Aa cnensa CTPUMKTHO TUNa
MIME, geduHmpan B Content header; eguMHcTBEeHaTa Ba/JnMAHa CTOMHOCT 3a TO3M Xedbp e "X-
Content-Type-Options-nosniff";
B) X-XSS-Protection — HacTpoiiBa KoHUrypaumaTa 3a XSS ¢punTbpa, BrpageH B NoBe4YeTo bpaysbpy,
KOeTOo NpeaoTBpaTsABa HAKOM KaTeropum XSS ataku; npenopbumntesiHa ctoHocT "X-XSS-Protection:
1; mode=Dblock";
r) X-Frame-Options — aaBa yka3aHuA Ha 6pay3bpa Aa He BKapBa yeb cTpaHuuaTa BbB frame/iframe
Ha Agpyrm yeb cTpaHuuM; npenopvunTenHa CcTomHoct '"x-frame-options: SAMEORIGIN";
A) Content-Security-Policy — npenoTBpaTtsaBa WMPOK CNEKTbP OT aTaku, BKAoUMTenHo Cross-site
scripting n apyru cross-site injections;
e) Referrer-Policy Header — no3BonaBa Ha caliTa Aa KOHTPOAMPA KONKO MHPOPMALMA C HaBUraLLMS
Aa ce BK/IOYBA B 6pay3bpa N3BBH AOKYMEHTa;
%) Feature-Policy Header — nosBonABa Ha caliTa Aa KOHTPOAMPA KOW GYHKUMM U NPUNOXKHU
nporpamHu nHTepdelicn (API) moraT aa ce nsnonssar B 6pay3bpa;
3) HTTP Public Key Pinning (HPKP) — 3awuTeH mexaHW3bm, KOMTO no3sonssa Ha HTTPS yeb
calToBeTe Aa Ce MPOTMBOMOCTABAT HAa MMUTAUMA OT CTpaHa Ha aTaKyBalLUTe, W3MNOA3BANKMK
HEenpaBUIHO U3LaAEeHU UNU NTBKANBU CePTUPUKATW.
MpunoxeHune Ne 6
Kbmuyn. 3,an. 2, 1.2
MNPENOPBYUTENTHU GYHKLUUN HA CNYKUTENA/3BEHOTO, OTFTOBAPALL/O 3A MPEXXOBATA U
MH®OPMALUUNOHHATA CUTYPHOCT

1. PbkoBOAM AEMHOCTUTE, CBBP3aHM C NOCTUTAaHE HA BUCOKO HMBO Ha MPEXKOBA M MHPOPMALLMOHHA
CUTYPHOCT, W LenuTe, 3a/10XKEeHW B  MNOAMTMKaTa Ha  Cybekta no un. 4.
2. YyactBa B  W3rOTBAHETO Ha  MNOAUTUKUTE U AOKYMEHTMpaHata  MHpopmauwms.
3. Cneaum 3a cna3BaHeTo Ha BbTPELWHUTE NpaBuaa NO CMUCHAA Ha Y. 5, an. 1, T. 6 U npunaraHeTo
Ha 3aKOHWTE, NOA3aKOHOBUTE HOPMATUBHW aKTOBE, CTAaHAAPTUTE, NMOAUTUKUTE U MpaBuaaTa 3a
MpeXKoBaTa n MHbOpPMaLMOHHaTa CUTYPHOCT.
4. KoHcyntupa pbKoBoacTBoTo Ha CybekTa BbB Bpb3Ka C MHOOPMALMOHHATA CUTYPHOCT.
5. PbKoBOAM NEpPUOAMYHUTE OLEHKM HA PUCKOBETE 3a MpexoBaTa M MHOOPMaLMOHHATA
CUTYPHOCT.

6. MepnogMyHO (He MO-manko OT BeAHBX B roguHaTa) M3roTBA AOKA3AAM 33 CbCTOAHMETO Ha
MpeXKoBaTa M MHPOPMALMOHHATA CUTYPHOCT B aAMMUHUCTPATMBHOTO 3BEHO WM M MpPeACTaBA Ha
pbKOBOAUTENA.

7. KoopauHupa o6yyeHuATa, CBbP3aHM C MpexoBaTa M MHOOPMALMOHHATA CUFYPHOCT.
8. OpraHusmMpa MpPOBEPKM 3a aAKTYa/NIHOCTTA Ha MJAHOBETE 3a CnpaBsHE C MHUMAEHTUTE U
nnaHoBeTe 3a AEWCTBMA B C/ydall Ha aBapuu, NpuMpoaHu 6eactBus uan apyrn GopCcMmarKopHU
obcToATencTBa. AHaM3Mpa pesynTaTuTe OT TAX M OpPraHU3Mpa U3MEHEHME Ha MNJ1aHOBETE, aKo e
Heobxoaumo.

9. MoaabpiKa BPBb3KM C APYrY aMUHUCTPALMKN, OPraHn3aLmMM U eKcnepTtu, paboTtewwm B obnacTtta
Ha MHPOPMaLMOHHATA CUTYPHOCT.
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10. Cnegu 3a AKYypaTHOTO BOZEHe Ha permcropa Ha WHUMAOEHTUTE.
11. YBegomaBa 3a WMHUMAEHTM CbOTBETHMA CEKTOPEH €eKMn 3a pearMpaHe Ha WMHUMAEHTU C
KOMMIOTbPHATa CUIYPHOCT B CbOTBETCTBME C M3UCKBAHETO Ha una. 31, an. 1 (yBegomsAsaHe 3a
NHUMAOEHTM) oT Tasm Hapeaba.
12. OpraHusnMpa aHanu3 Ha MHUMAEHTUTE C MpexxoBata U MHPOPMALMOHHATA CUTYPHOCT 3a
OTKPMBaHe Ha NpUYMHUTE 3a TAX M NpeanpumemaHe Ha MepKWM 33 OTCTPaHABAHETO UM C uen
HamanABaHe HA eAHOTUMHUTE WHUMAEHTM W HamansaBaHe Ha 3arybute oT  TAaX.

13. Cneau 3a aKTyanmnsmpaHe Ha M3N0/13BaHUA copTyep n dbvpmyep.
14. Cnegmn 3a nosBaTa Ha HOBWM Kubepsaniaxu (BUpPYCH, 3/10BPeAeH KOA, CNam, aTakm U ap.) u
npeasnara afEeKBaTHU MepPKU 3a NPOTMBOAENCTBMETO num.

15. OpraHu3smpa TecToBe 33 OTKPUBAHE Ha YA3BMMOCTM B  MHOOPMALMOHHUTE W
KOMYHWUKALUNOHHUTE cucTemm 7 npeanara MepKu 3a OTCTpaHABaAHeTo M.
16. OpraHu3smpa W CbTPYAHMUYM NPU NPOBENKAAHETO HA OAUTU, MPOBEPKM W AHKETU U Npu
M3npawaHeTo Ha pe3yntatuTe OT TAX HA CbOTBETHMA HaAUMOHANEH KOMMNETEeHTeH OpraH.
17. Npepgnara caHKUMM 3a AnuUaTa, HapyWWAWM MEpPKUTE 3a MperkoBatTa M MHPOPMaALMOHHATA
CUTYPHOCT.

MpunorxkeHune Ne 7
Kbm yn. 31, an. 2

YBEAOMANEHUE 3A UHUUNAOEHT kbm cektopHua EPUKC

Heo6xoguma nudpopmauumsa | DeTaiinu AaHHun
(mo 2 uaca)
Jlnue, nogasaluo NUme, pamunnma
yBEAOMNEHNETO
BawwuaT TenepoHeH Homep (GSM)
BawarTa eneKkTpOHHa now,a
OpraHusauuma HanmeHoBaHMe Ha OpraHU3aLmATa,

3acerHara oT MHUMAEeHTa

Jlnue 3a KOHTaKT (3a uenute Nme, TenedpoHeH Homep 1

Ha pa3pellaBaHeTo Ha €N1eKTPOHHA MNOLLLA Ha KOMMETEHTHO
NHUMAEHTA) ivue oT NpeAnpuATUEeTo, KOeTo Npu
HeobXxoAMMOCT MOXKe Aa noaaae
AONbAHUTENHA MHPOPMaUMA

[ata nuac Bnuceat ce gaTtaTta M 4achbT Ha
Bb3HWKBAHE Ha MHUMAEHTA, aKO He e
Bb3MOXXHO — AaTaTa M 4YacbT Ha
OTKPMBAHETO MYy

Tun Ha UHUMAEHTA O Virus o0 Trojan O
Botnet o Dos/DDos O
Malware

o Port Scan o Spam O
Phishing o0 Pharming
0 Probe o0 Crack O
Copyright O
Ransomware

o Defacement O
Exploiting known
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Vulnerabilities

0 Application
Compromise O Login
Attempts

o SQL injections

o0 Unknown

o Other

KpaTKo onucaHue Ha
MHUMAEHTA

Bnucea ce KpaTKo onmcaHue Ha
WMHLUMAOEHTA, KaTo Ce BK/IOYBA BCAKA
npakTMYecka/TexHnyecKka
nHbopmayma (Tasm nHbopmayma ce
npeaocTaBa, B C/ly4an Ye e Ha/IMYHa)

TpaHcrpaHW4YHo Bb3aencTeme

® Bnucea ce MHGopMauma 3a
€BEHTYa/IHO TPAHCTPAHUYHO
Bb34eNCTBME U Ce NocoYBaT
AbprKaBuUTe

® Bnucea ce MHGopmauuma 3a
YCNyruTe, KOUTO Ca 3acerHaTu

Bb3aencTame Bbpxy Apyru
CbLLLECTBEHU YCAYTU

Bnucea ce nHbopmauma Ha Ko
APYTU CbLLECTBEHN YCNYTU
€BEHTYa/IHO LLie OKaKe Bb3aencTame

3acerHaTta cuctema (nonbasa

IP Address:

ce, aKo e HaNn4YHa DNS:
nHdopmauuaATa) Operating System:
M3TOYHMK Ha aTaKaTa IP Address:
(nonbnsa ce, ako e HaAMYHa DNS:

MHbopmaumATa)

MpeanpueTn gencTena

OnuceaT ce NbpBOHaYaNHUTE
AeWcTBMA, NnpeanpueTn A0 MOMEHTa
— 00 2 Yaca OT 3aCMYaHeTo Ha
MHUMAEHTa

My6anyHo onoBecTsBaHe

CbrnacHo KOMYHMKALLMOHHA
CTpaTerma Ha agMUHUCTPAUMATA

B0 5 paboTHu gHKU

MexaHM3bMm Ha aTakaTa

Onuncea ce mexaHM3MDBT Ha aTaKaTa

MpeanpueTn gencTena

Onwuceat ce nogpobHo AeicTBUATA,
npegnpueTu 3a paspellaBaHe Ha
MHUMAOEHTA

HeobxogumocT ot
Kopurnpaliy aemcrema

Mma nin HeobxoAMMOCT OT NPOMAHA B
HACTPOMKUTE Ha 3aLUUTHUTE CTEHMU,
WAF nnn gp.

MpomaAHa Ha NOAMTMKATA 33
CUTYPHOCT, aKo ce Hanara

Ob6yyeHure Ha nepcoHana

AHanus Ha apTedaku

OnuceaT ce pe3ynTaTuTe OT aHaAn3a
Ha apTedakTUTe, ako Mma
YCTaHOBEHM TAKMUBA, U
WMHCTPYMEHTUTE, N3MON3BAHM 3a TOBA.
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M3npala ce Konue oT apTepakTuTe

MybanyHo onoBecTABaHe CbrnacHO KOMYHMKaLMOHHA
CTpaTerna Ha agMUHUCTPALMATA

3abenexkkKa. NNonbsBa ce AONbAHUTENHA MHOPMAUMA B CyYal HA HeOBXoaMMOCT.

MpunoxeHune
Kbm un. 31, an. 3

Ne

OBOBLUEHA CTATUCTUMECKA MHPOPMALUMUA 3A UHUUOEHTU
ot ceKTopHua EPUKC Kbm HaumoHanHua EPUKC

I/1I/11/IV Tpumeceume 3a
TeKylwaTa rogmHa

O6uL0 3a TekyLaTa
roguHa

MonyyeHu curHanu

3acerHatu IP agpecu

N3npaTeHn mennm

PernctpmupaHmu Ha caita

He BCMYKM CUrHaNM ce perncTpunpat Kato MHUMAEHTU

MpUopuUTET Ha PETUCTPUPAHUTE UHUMAEHTH

1/11/ 1/1V Tpumeceune
3a TeKywaTa rogmHa

O6bulo 3a
TekyuwaTa
roguHa

Bucok

CpepeH

HucoK

O6buo

OnpeaensHeTo Ha NpUopUTETA HA MHLMAEHTU Ce M3BBPLLBA CbIIACHO NPUNoXKeHue Ne 7

Buaose MHUMAEHTH

I/11I/111/IV Tpumeceume 3a
TeKylwaTa rogmHa

O6buwo 33
TeKyl,aTta roanHa

Fraud

Malicious code

Abusive Content (Spam)

Availability (DDoS)

Intrusion Attempts

Information Gathering

Intrusions

Information Security

Vulnerable

Other

Botnet

O6buo:

Knacudukaumata Ha MHUMAEHTUTE Ce U3BBbPLLBA CbracHO TakcoHomusaTa Ha ENISA, nocoyeHa B

npunoxeHme Ne 7

3acerHatu IP agpecu no BMAOBE UHLUAEHTU

| I/1I/111/IV Tpumeceume 3a

| O6uwo 3a
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TeKyliaTa rogmHa TeKyLlaTa
roanHa
Fraud
Malicious code
Spam
Botnet
Availability (DDoS)
Intrusion Attempts
Information Gathering
Intrusions
Vulnerable
Other
3acerHatu IP agpecu 0 0
MpunoxeHne Ne 9
KNACUPUKALUMNA HA UHUMOEHTUTE U NPUOPUTET
Knac Tun Ha MHUKMAOEHTa Mpnoputet OnucaHune/npumep
"HexkenaHa enekTpoHHa nowa".
M3nonssaHeTo Ha cpega 3a
€NeKTPOHHU KOMYHMKaL MK
(MHTepHeT) 32 macoso
Spam HuchK n3npawaHe Ha HeXkenaHm
cbobuieHnsa. Spam cbobuleHMATa
. ce M3npaLLaT KaTo YacT oT no-
Abusive
ronsima Konekuma ot
Content CbobLEeHUA, BCUYKU C
WUAEHTUYHO CbAbPKAHUE.
Komnpomatu nnm
Harassment Hucbk AVNCKPUMUHAUMA CPSMO HAKON
(np. cyberstalking).
Child/sexual/violence/... Bucok fletckara nopHorpadws,
npocnaBa Ha HAaCUAMETO, ...
Virus CpeaeH CodTyep, KOiTo NpegHamepeHo
. Worm CpeneH Ce UHCTanunpa B cuctemuTe C
Malicious -
Code Trojan CpeneH BpegHu uenn. Heobxogmmo e
Spyware CpeaeH Aencreune Ha notpebutens, 3a aa
Dialer CpepeH Ce aKTnBMpa KoA4bT.
ATaKK, KOUTO M3NPALLAT 3aABKMK
KbM Ja4€eHa CUCTeEMA C LLen aa
OTKpPMAT cnabu mecta. ToBa
Information . BK/1HO4BA CbLUO M HAKOW BMO0BE
. Scanning CpeneH
Gathering TecToBe C Len Aa ce cbbepe

MHPOPMaLMA 33 XOCTOBE, YCNYTU
n cmeTku. MNpumepwu: fingerd,
DNS 3aaBku, ICMP, SMTP (EXPN,
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RCPT, ...).

Sniffing

Hucbk

HabnoaeHne n 3annceBaHe Ha
MmpexxoBua Tpaduk (wiretapping)

Social engineering

Hucbk

CvbupaHe Ha MHPopmauma oT
MHAMBMAM 6e3 N3N0/3BaHe Ha
TEXHWYECKM CPeacTBa
(Hanpumep, NbXK, TPUKOBE,
NoAKYNM UK 3anaaxm).

Intrusion
Attempts

Exploiting known
vulnerabilities

CpeneH

OnuT Aa ce KOMNpPoOMeTMpPa
cUCTEMA MM A Ce HapyLK
LEeNoCTTa Ha ycayra, KaTo ce
N3Mn0/3Ba YA3BMMOCT CbC
CTaHAAPTU3NPaAH
naeHTndumkatop, kato CVE nme
(Hanpumep, buffer overflow,
backdoors, cross site scripting, n
T.H.).

Login attempts

CpepeH

MHOXecTBO ONUTU 3a IOrBaHe B
cuctema (np. guessing/cracking
of passwords, brute force).

New attack signature

Hucbk

OnuT 3a aTaka, n3non3BaL, HOBMU
TEXHUKWN.

Intrusions

Privileged account
compromise

CpepeH

Unprivileged account
compromise

CpeneH

Application compromise

CpepeH

YcneweH npobus B cuctema Mam
npunoxexHue (ycnyra). Toea
MOXKe Aa € NPUYMHEHO
ANCTAaHUMOHHO Ypes U3nonssaHe
Ha M3BEeCTHAa UK HOBA
YA3BMMOCT, KaKTO M IOKa/IHO OT
HEeoOTOpPM3NPaHO NNLE.

Availability

DoS

Bucok

DDoS

Bucok

Sabotage

Bucok

B T031 BMA, aTaKa cuctemata ce
bombapampa ¢ To/IKOBAa MHOTO
nakeTu, Yye npouecuTe ce
3a6aBAT UM cucTemata
6n0KMpa. MNpumepwn 3a
otaaneyeH DoS ca SYN- n PING-
flooding, bombapanpaHe Ha
eneKkTpoHHa nouwga un ap. (DDoS:
TFEN, Trinity n ap.) Bbnpeku ToBa
HA/IMYHOCTTA Ha YCNYTUTE MOXKe
na 6bae 3acerHaTa u ot
[EeNCTBMS Ha NOKaJHO HUBO
(yHMUWLIOXKaBaHe, NpeKbCcBaHe Ha
€/1eKTPO-3axpaHBaHeTo 1 Ap.)

Information
Security

Unauthorized access to
information

CpepeH

Unauthorized modification
of information

CpeneH

OcBeH NoKafHKU 310ynoTpebun ¢
AAHHU U CUCTEMMU, CUTYPHOCTTA
Ha MHbOpPMaUUATA MOXKe Aa
6bae 3acTpalleHa U OT yCrnewHo
KOMMNPOMETMPAHE HA aKayHTU U
NPUNOXKeHUA. B gonbaHeHMe Ha
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TOBA Ca Bb3MOXHW U aTaKW,
KOMTO NPUXBaLLAT M A0CTbNBaT
nHbOopmMaumMA No Bpeme Ha
HENHOTO NpeaaBaHe
(noacnywsaHe, nognpassHe Uau
npuxsaLlaHe).

M3nonssaHe Ha pecypcum 3a
HEMNO3BOIEHU Lenu,
BK/IOYMUTENIHO NAPUYHO
obnarogetencreaHe (Hanpumep,
M3N0/1I3BAHETO Ha e/IeKTPOHHA
CpegneH nowja 3a y4acTme B HE3aKOHHO
pasnpaLLaHe Ha NUCMa C uen
obnarogeTencreaHe UAM yyactme
B NMPaMMULANHN CXEMM 33
M3TOYBAHE HAa AaHHU U
cpeacTsa).

Mpoaaxba M MHCTanMpaHe Ha
HEeNULLEH3NPAHM KONKA Ha
Copyright Huncobk TbProBCcKku codTyep Uan apyru
Fraud 3aWMTEHN C NPABa TbProBCKM
maTtepuanm (Warez).

BupoBe ataku, B KOUTO e4HO
IMLe He3aKOHHO Npuema
CaMOJIMYHOCTTA Ha ApYro, 3a 43
ce Bb3MN0a3Ba OT Hero.

ATaKa, Npu KoATO e Cb34aAeHO
Konwue Ha nermtumHa WEB
CTpaHWLa, NPe3 KOATO XKepTBuTe
Cca nogmamBaHM 4a BbBeXAaT
Phishing Bucok JNYHW gaHHW UK gpyra
KOHbMAEHUMANHA MHPOPMaLLUA.
BbBeaeHunTe gaHHU ce
M3Mno/3BaT NO-HaTaTbLK 3a
HE3aKOHHW AENHOCTY.

Unauthorized use of
resources

Masquerade Bucok

3a BCMYKU UHUMAOEHTU, KOUTO HE
Other Bcuykm octaHanm Hucobk nonagat B NO-ropHaTa
KNnacuduKaLMoHHa cxema.
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